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How to find ...



How to find ... side channels?



Side Channels are Everywhere
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you build a new feature, an instruction, a microarchitecture element, you have a timing difference — congratulations, you exposed the variable that causes the timing difference to the user
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e Why do you have a website?— Inform journalists and the general public

e Otherwise: completely misleading presentation of your work in the media
— defend yourself against misleading presentations!

e Why do you have fancy names? — what was CVE-2017-5754 again?

e People will throw things together that don’t belong together
— Names enable unambiguous communication

e Why do you need a logo?

e Otherwise: media makes their own — no control over how inappropriate these are
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Let's Keep it to Ourselves: Don't Disclose Vulnerabilities

by Gus Uht on Jan 31, 2019 | Tags: Opinion, Security

With the complexity of current hardware and software systems arising from billions of transistors and millions of

lines of code, it is unlikely that any system will ever be bug-free or vulnerability-free. There are effectively an infinite
number of unknown vulnerabilities: “Every c th TEST Institute registers over 350,000 new maliciou:
programs (malware) and potential wanted applications (PUA).” What then is the point of actively ‘discovering’

new vulnerabilities and disclosing them? They are effectively being invented and empower black hats to wreak

havoc without making systems safer. It is a race to the bottom. At the same time it can unnecessarily ratchet up the

public’s an

Pros and Cons: Many arguments for full disclosure have been made over the years, e.

a ‘Damned Good Idea’, Hardware Security and references therein, and

X. However, they all seem to miss the basic point: if you don’t want to be blown up, you don’t tell the world how
to make and use a bomb. Better yet, don’t even tell the world that such a thing as a ‘bomb’ exists. Just knowing that

something can be done is enough to drive others to successful re-invention.

Even with responsible disclosure it may be the case that a fix cannot be made quickly, but the vulnerability inventor

decides to fully disclose it anyway, as in the case of Spectre. In this case users will be exposed for possibly a long
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What is the value of security?



What is the cost of security?
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where are we with energy? around 25 percent by 2030. exponential growth we cannot afford


0.09%





2018: 7 percent. less than 2 percent of GHG. naive computation: Meltdown patch in 2018: +0.09 percent in GHG.... in 2030? Meltdown-grade patch?


0.40%





2030. A SINGLE PATCH. that's not sustainable.


Principled Cryptographic Security and Integrity A P
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Principled Cryptographic Security and Integrity A P

Make bit flips degrade performance without impacting security

TQQ e Cryptographic MAC
e Detect any number of bit flips

e Correction by brute-force search for correct data
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CSIl:Rowhammer Correction Duration www.tugraz.at

# Errors # MAC Comp. Avg Duration

1 17 11ns
2 771 3.68 ps
3 33800 124 ps
4 1.51 x 10° 6.65 ms
5 6.91 x 107 261 ms
6 3.07 x 10° 12.8s
7 1.21 x 101! 9.11 min
8 5.72 x 1012 6.11h
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SUIT: Performance Improvement and Power Savings

CPU Vi Score  Power Freq. Eff.
—70mV +6.0% -01% +85% +6.1%

i5-1035G1
' —97TmV  +7.9% —05% +12% +8.4%
ooonok  —TOMV +22% —72% +26% +10%

—97mV  +38% -16% +433% +23%
ooxs ~TOmMV +14% —98% +18% +12%

—97mV +19% —-15% +18% +20%
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