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Recovering an RSA Private Key www.tugraz.at
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you build a new feature, an instruction, a microarchitecture element, you have a timing difference — congratulations, you exposed the variable that causes the timing difference to the user









Mitigating Meltdown www.tugraz.at

Without KAISER:

Shared address space

User memory Kernel memory

0 −1

context switch

With KAISER:

User address space

User memory Not mapped

0 −1

Kernel address space

SMAP + SMEP Kernel memory

0 −1

context switch

sw
itch

a
d
d
r.

sp
a
ce

Interrupt

dispatcher

5 Daniel Gruss — Graz University of Technology



Mitigating Meltdown www.tugraz.at

Without KAISER:

Shared address space

User memory Kernel memory

0 −1

context switch

With KAISER:

User address space

User memory Not mapped

0 −1

Kernel address space

SMAP + SMEP Kernel memory

0 −1

context switch

sw
itch

a
d
d
r.

sp
a
ce

Interrupt

dispatcher

5 Daniel Gruss — Graz University of Technology



Vulnerability Marketing?





Marketing... www.tugraz.at

• Why do you have a website?→ Inform journalists and the general public

• Otherwise: completely misleading presentation of your work in the media

→ defend yourself against misleading presentations!

• Why do you have fancy names? → what was CVE-2017-5754 again?

• People will throw things together that don’t belong together

→ Names enable unambiguous communication

• Why do you need a logo?

• Otherwise: media makes their own → no control over how inappropriate these are
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What is the value of security?



What is the cost of security?
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where are we with energy? around 25 percent by 2030. exponential growth we cannot afford



0.09%



2018: 7 percent. less than 2 percent of GHG. naive computation: Meltdown patch in 2018: +0.09 percent in GHG.... in 2030? Meltdown-grade patch?



0.40%



2030. A SINGLE PATCH. that's not sustainable.



Principled Cryptographic Security and Integrity www.tugraz.at

Make bit flips degrade performance without impacting security

• Cryptographic MAC

• Detect any number of bit flips

• Correction by brute-force search for correct data
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CSI:Rowhammer Correction Duration www.tugraz.at

# Errors # MAC Comp. Avg Duration

1 17 11 ns

2 771 3.68 µs
3 33 800 124 µs
4 1.51× 106 6.65ms

5 6.91× 107 261ms

6 3.07× 109 12.8 s

7 1.21× 1011 9.11min

8 5.72× 1012 6.11 h

9 Daniel Gruss — Graz University of Technology
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SUIT: Performance Improvement and Power Savings www.tugraz.at

CPU Voff Score Power Freq. Eff.

i5-1035G1
−70mV +6.0% −0.1% +8.5% +6.1%

−97mV +7.9% −0.5% +12% +8.4%

i9-9900K
−70mV +2.2% −7.2% +2.6% +10%

−97mV +3.8% −16% +3.3% +23%

7700X*
−70mV +1.4% −9.8% +1.8% +12%

−97mV +1.9% −15% +1.8% +20%

11 Daniel Gruss — Graz University of Technology
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