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The Fallout www.tugraz.at

You realize it is something big when...

• it is in the news, all over the world

• you get a Wikipedia article in multiple languages

• there are comics, including xkcd

• you get a lot of Twitter follower after Snowden mentioned

you
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Stealing Bitcoins? www.tugraz.at

SGX
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Intel SGX Developer Guide www.tugraz.at

Protection from Side-Channel Attacks

Intel SGX does not provide explicit protection from side-channel attacks. It is the

enclave developer’s responsibility to address side-channel attack concerns.
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SGX Wallets www.tugraz.at

• Ledger SGX Enclave for blockchain applications

• BitPay Copay Bitcoin wallet

• Teechain payment channel using SGX

Teechain

[...] We assume the TEE guarantees to hold and do not

consider side-channel attacks [5, 35, 46] on the TEE. Such

attacks and their mitigations [36, 43] are outside the scope of

this work. [...]
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Attacking a weak RSA implementation inside SGX www.tugraz.at

Raw Prime+Probe trace...
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Attacking a weak RSA implementation inside SGX www.tugraz.at

...processed with a simple moving average...
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Attacking a weak RSA implementation inside SGX www.tugraz.at

...allows to clearly see the bits of the exponent
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1337 4242

Revolutionary concept!

Store your food at home, 
never go to the grocery store 
during cooking.

Can store ALL kinds of food.

ONLY TODAY INSTEAD OF $1,300

ORDER VIA PHONE: +555 12345



CPU Cache www.tugraz.at

printf("%d", i);

printf("%d", i);
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printf("%d", i);
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miss Reque
st

Respon
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printf("%d", i);

Cache 
hit

No DRAM acces
s,
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DRAM access,
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Flush+Reload www.tugraz.at

Shared Memory

ATTACKER VICTIM

flush
access

access
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Flush+Reload www.tugraz.at

Shared Memory

ATTACKER

Shared Memory

VICTIM

flush
access

access

fast if victim accessed data,
slow otherwise
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Back to Work







Wait for an hour



Wait for an hour

LATENCY
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Out-of-order Execution www.tugraz.at

int width = 10, height = 5;

float diagonal = sqrt(width * width

+ height * height);

int area = width * height;

printf("Area %d x %d = %d\n", width , height , area);
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Building Meltdown www.tugraz.at

char data = *(char*)0xffffffff81a000e0;

printf("%c\n", data);

segfault at ffffffff81a000e0 ip

0000000000400535

sp 00007 ffce4a80610 error 5 in reader
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Building Meltdown www.tugraz.at

Adapted code

*( volatile char*)0;

array [84 * 4096] = 0; // unreachable

16 Daniel Gruss — Graz University of Technology



Building Meltdown www.tugraz.at

Flush+Reload over all pages of the array
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This also works on AMD and ARM!
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Building Meltdown www.tugraz.at

• Combine the two things

char data = *(char*)0xffffffff81a000e0;

array[data * 4096] = 0;
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Building Meltdown www.tugraz.at

Flush+Reload again...
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... Meltdown actually works.
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Leaking Passwords from your Password Manager www.tugraz.at
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Not so fast. . .



Take the kernel addresses... www.tugraz.at

• Kernel addresses in user space are a

problem

• Why don’t we take the kernel addresses...
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...and remove them www.tugraz.at

• ...and remove them if not needed?

• User accessible check in hardware is not

reliable

27 Daniel Gruss — Graz University of Technology



...and remove them www.tugraz.at

• ...and remove them if not needed?

• User accessible check in hardware is not

reliable

27 Daniel Gruss — Graz University of Technology





Kernel Address Isolation to have Side channels Efficiently Removed



Kernel Address Isolation to have Side channels Efficiently Removed

KAISER /ˈkʌɪzə/
1. [german] Emperor,
ruler of an empire
2. largest penguin, 
emperor penguin



KAISER Patches www.tugraz.at

• Our patch

• Adopted in

Linux

• Adopted in

Windows

• Adopted in

OSX/iOS

→ now in every computer
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Problem solved?



Foreshadow / Foreshadow-NG www.tugraz.at
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L1TF/Foreshadow Demo













ZombieLoad Comparison www.tugraz.at
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ZombieLoad



















»A table for 6 please«





Speculative Cooking



»A table for 6 please«











Spectre-PHT (aka Spectre Variant 1) www.tugraz.at

LUT index = 0;

if (index < 4)

char* data = "textKEY";

LUT[data[index] * 4096] 0

th
en

else

Prediction
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LUT index = 6;
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NetSpectre www.tugraz.at

NetSpectre:

• completely remote - we just send network requests

• leak around 15–60 bit per second

• no attacker code on target system
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Classification Tree www.tugraz.at

Transient
cause?

Spectre-type

microarchitec-
tural buffer

Meltdown-type

fault type

Spectre-PHT

Spectre-BTB

Spectre-RSB

Spectre-STL [32]

mistraining
strategy

Cross-address-space

Same-address-space

PHT-CA-IP ⭑

PHT-CA-OP ⭑

PHT-SA-IP [54, 52]

PHT-SA-OP ⭑

in-place (IP) vs., out-of-place (OP)

Cross-address-space

Same-address-space

BTB-CA-IP [54, 18]

BTB-CA-OP [54]

BTB-SA-IP ⭑

BTB-SA-OP [18]Cross-address-space

Same-address-space RSB-CA-IP [64, 56]

RSB-CA-OP [56]

RSB-SA-IP [64]

RSB-SA-OP [64, 56]

Meltdown-NM [86]

Meltdown-AC ⭐

Meltdown-DE ⭐

Meltdown-PF

Meltdown-UD ⭐

Meltdown-SS ⭐

Meltdown-BR

Meltdown-GP [10, 41]

Meltdown-US [61]

Meltdown-P [93, 96]

Meltdown-RW [52]

Meltdown-PK ⭑

Meltdown-XD ⭐

Meltdown-SM ⭐

Meltdown-MPX [44]

Meltdown-BND ⭑

prediction

fault
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Ignorance is bliss?



Where in Computer Science are we? www.tugraz.at

Computer science:

• computer engineering

• philosophy

• artificial science
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Microarchitectural Attacks ⊂ Artificial Science www.tugraz.at

“The Sciences of the Artificial” (Herbert A. Simon, 1969)

• Natural sciences: studying something natural

• Artificial science: studying something artificial (something

man-made) as if it was something natural

→ A consequence of complexity
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What do we learn from it? www.tugraz.at

We have ignored microarchitectural attacks for many many years:

• attacks on crypto → “software should be fixed”

• attacks on ASLR → “ASLR is broken anyway”

• attacks on SGX and TrustZone → “not part of the threat model”

• Rowhammer attacks → “only affects cheap sub-standard modules”

→ for years we solely optimized for performance
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Conclusions www.tugraz.at

• The complexity of the systems we built is too large to fully

understand them

• We need to study man-made systems like nature to find flaws

• We need good and adjustable trade-offs between security and

performance, efficiency, and complexity

• Learn from nature, Learn to cope with diseases
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