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| SECURITY FLAW REVEALED

I Intel (Prev) .
45.26

l Intel (After Hours)
44 .85

SHROUT: ISSUE NOT UNIQUE TO
EARITAL | INTEL, BUT IT'S AFFECTED THE MOST
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\US DER SERIE
Was bewegt

Daniel Gruss

Der Kernschmelzer

Daniel Gruss hat eine schwere Sicherheitslicke in
Computerchips entdeckt. Warum gelingt dem Informatiker,
woran die Hersteller scheitern?
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You realize it is something big when...
e it is in the news, all over the world

\2& e you get a Wikipedia article in multiple languages
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Talk Centributior

Article  Talk Read

: Meltdown (security vulnerability)
WIKIPEDIA y
The Free Enc edia From ipedia, fhe free encyclopedia
Meltdown i a hardware vu sllity affecting Intel xBE6 rrilc mne
ARM-based microprocessors.!’ 11 1t allows a rogue process 1o read all mamary, even
when it is not authorlzed to do so
Melidown affects a wide range of systems. Al the tme of disclosure, this includ

acant and patchad versions of 08, Linux!
ows. Accordingly, many servers and cloud & S wera impac

s a potential majority of smart devices and er

based processors {mobile devices, smart TV's and others), including a wide range

netwarking equipment. A purely software workaround fo Meltdown has been assessed

as slowing computers between 5 and 30 percent i ain specialized workloads, !

although ¢ »an responsit

minimal impact from general benchmark testing. ¥

Melidown was Issued a Common Vulnerabilities ar
375407, also known as Rogue Data Cache Load ! in January 201 8. [t was disclosed In The logo used
conjunction with another exploll, Spectre, with which it shares some, bul not all ! I e (he

characteristics. The Melldown ar pectra vulnerabllities are consldered “catastrophic”
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Talk Conl

Artle

pepiA | Spectre (security vulnerability)

Seryeinpadia Fram Wikipedia, the free ency

Maln page Spectre 5 a vulnerability that affects modern microprocessors that perfarm

pred 1

branch mispradiction may leave observable side effects that may reveal private data to

On most processors, the speculative exacution resulting from a

attackers. For example. if the pattern of memory accesses performed by such
speculative execufion depends on private data, the resulting state of the data cache
cong el throt

about the priv data using a |

A logo created fo
v it

1 injection), have bean

Script were found vulnerable. A website can read

data stored in the browser for another website, or the browser's mamory itselt f
Several procedures to help protect home computers and related dev
Spectre {and Meltdown) security vulnerahiliies have been published e Specire patches have been

reparted o significantly slow down performance, especially on older computers; on |1 swer Blh generation Core

‘What links hers ..
5 it platforms, benchmark performance drops of 2-14 percent have been measured 1131 Meltdawn patches may alsoc
Raslated changes : i
0 ¥ produce performance loss | On January 18, 2018, unwanted reboots, even for newer Intel chips, due lo
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You realize it is something big when...
e it is in the news, all over the world
\2& e you get a Wikipedia article in multiple languages

e there are comics, including xkcd
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THE MELTDOUN AND SPECTRE. EXFLOITS USE THE PHANTOM TROLLEY ISNT

"SPECULATIVE EXECUTION?” LHATS THAT? SUPPOSED To ToUCH ANYONE.
You KNOW THE TROULEY PROBLEM? LJELL, BUT IT TURNS OUT YoU CAW
FOR A LHLE NOL| CPUs HAVE BAGICALLY || OTHL UOE IT TO DO STUFF.
BEEN SENDING TROLLEYS DOUN B0/ AND IT (AN DRWVE
PATHS, QUANTUYI-STYLE, LIHIE PLAITNG | | THROUGH LALLS.

YOUR CHOICE. THEN THE UNNEEDED
"PHANTOM' TROLLEY DISAPPEARS.

THAT SOONDS BAp. | LWHATY AT 50 NOURE SPVING
S IF YU TOGGLE ARDL OF PETORY | 1 (50015 FULL OF
Q%MJG{E&EE; CELLS ON AND OFF REALLY FAST YoU HWT%H.JLLLM

CAN USE ELECTRICAL WIERFERENGE | portep LT HATHERS

DOOMED EVER SINCE R ,

T LEARNED Asour | | ™ FLIP NEARBY' BITS AND VES AT
RouMAMMER, | PO YE JUST SUCK EXACTLY RIGHT:
AT COMPUTERS? -
OKAY. TLL, UH...
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s
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Barely £49E0 MEHETS. .. Oh! Look!
A squirrell

Ok, 50 we'll ademit we might also have
a small protlem, but we'll Tind a solution
it we work togetaer #love #pence

Haha! Well at least we
don't nave to worrs!
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The Fallout www.tugraz.at

You realize it is something big when...
e it is in the news, all over the world
e you get a Wikipedia article in multiple languages
e there are comics, including xkecd

e you get a lot of Twitter follower after Snowden mentioned

you
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mschwar zglab®s: - /Docunentss E o

Edward Snowden & L J

[@Snowden

You may have heard about &lntel's horrific #Meltdown bug,
But have you waltched it in action? When your computer
asks you to apply updates this month, don't click "not now."
(via spectreattack.com & @misc0110)

3:37 - 4. Jan. 2018

Cris2 tTlsesar es12
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Application

Trusted part

Untrusted part

Create Enclave
Call Trusted Fnc.

Trusted Fnc.

Call Gate

Operating System
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Protection from Side-Channel Attacks
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Protection from Side-Channel Attacks

Intel SGX does not provide explicit protection from side-channel attacks.

n Daniel Gruss — Graz University of Technology



Intel SGX Developer Guide www.tugraz.at

Protection from Side-Channel Attacks

Intel SGX does not provide explicit protection from side-channel attacks. It is the
enclave developer’s responsibility to address side-channel attack concerns.
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e Ledger SGX Enclave for blockchain applications
e BitPay Copay Bitcoin wallet

A e Teechain payment channel using SGX
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e Ledger SGX Enclave for blockchain applications
e BitPay Copay Bitcoin wallet

A e Teechain payment channel using SGX

Teechain
[d [...] We assume the TEE guarantees to hold
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SGX Wallets www.tugraz.at

e Ledger SGX Enclave for blockchain applications
e BitPay Copay Bitcoin wallet

A e Teechain payment channel using SGX

Teechain
[d [...] We assume the TEE guarantees to hold and do not
consider side-channel attacks [5, 35, 46] on the TEE.
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SGX Wallets www.tugraz.at

e Ledger SGX Enclave for blockchain applications
e BitPay Copay Bitcoin wallet

A e Teechain payment channel using SGX

Teechain

[d [...] We assume the TEE guarantees to hold and do not
consider side-channel attacks [5, 35, 46] on the TEE. Such
attacks and their mitigations [36, 43] are outside the scope of
this work. [...]
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Attacking a weak RSA implementation inside SGX RV £ 2t

Raw Prime-+Probe trace...
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Attacking a weak RSA implementation inside SGX RV £ 2t

...processed with a simple moving average...
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Attacking a weak RSA implementation inside SGX RV £ 2t

...allows to clearly see the bits of the exponent

001110000111
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FOOD CACHE

Revolutionary concept!

Store your food at home,
never go to the grocery store
during cooking.

Can store ALL kinds of food.

ONLY TODAY INSTEAD OF $1,300

$1,299

ORDER VIA PHONE: +555 12345
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printf("%d", 1i);
printf("%d", i);
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wﬂSS

(200
printf("%d", 1i);
printf("%d", i);
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wﬂSS

Cac®
printf("%d", 1i);
printf("%d", i);

(a0n®

Wt
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CPU Cache www.tugraz.at

D'\Z/\M 2CCeSSy
s\ow

m\SS

Cac®
printf("%d", 1i);
printf("%d", i);

(a0n®

Wt
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CPU Cache www.tugraz.at

D'\Z/\M 2CCeSSy
s\ow

\S5
cache "
printf("%d", 1i);

printf("%d", 1i); Y“x

Cach®
NO 'DRAM 2CCEeSSy

muc\(\ WCaS)Ye\(
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Shared Memory
ATTACKER VICTIM
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Shared Memory
ATTACKER VICTIM

flush

Shared Memory
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Shared Memory
ATTACKER VICTIM

flush
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Shared Memory
ATTACKER VICTIM
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Shared Memory
ATTACKER VICTIM
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Shared Memory
ATTACKER VICTIM

dCCessS -
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Shared Memory
ATTACKER VICTIM

dCCessS /

\

N fast if victim accessed data,

slow otherwise
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Memory Access Latency www.tugraz.at

00 Cache Hits

9 10 F |
é 10| |
£

2 10" N H HHHHHHH HﬂnﬂnHHHﬂHHﬂﬂﬂ ol 000 aalfolle 1 o 000 |

50 100 150 200 250 300 350 400
Access time [CPU cycles]
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Back to Work




7 Serve with cooked |
\ and peeled potaloes |










Wait for an hour

v

x LATENCY




1. Wash and cut ‘
IH vegelables |

2. Pick the basil leaves
and set aside |

! |
. 3. Heat 2 tablespoons of |
._;] oil in a pan

4. Fry vegelables until
golden and softened




3 Heat 2 tablespoons of
illl_; cil in a pan <

" 4. Fry vegelables until
golden and softened




Out-of-order Execution www.tugraz.at

int width = 10, height = 5;
float diagonal = sqrt(width * width
+ height * height);

int area = width * height;

printf ("Area %d x %d = %d\n", width, height, area);
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www.tugraz.at

Out-of-order Execution

Parallelize

10, height = 5;

b— int width
<
Q float diagonal = sqrt(width * width
+ height * height);
int area = widt * eight;
Q(D ‘ idth * heigh
<printf("Area %d x %d = %d\n", width, height, area);
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Building Meltdown www.tugraz.at

char data = *(char*)Oxffffffff81a000e0;
printf ("%c\n", data);
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Building Meltdown www.tugraz.at

char data = *(char*)O0xffffffff81a000e0;
printf ("%c\n", data);

segfault at fffffff£f81a000e0 ip

0000000000400535
sp 00007ffce4a80610 error 5 in reader
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Building Meltdown www.tugraz.at

Adapted code

X 4
- "{

*

*(volatile charx*)O0;

.
- array [84 * 4096] = 0; // unreachable

Daniel Gruss — Graz University of Technology



Building Meltdown www.tugraz.at

Flush+Reload over all pages of the array

Access time

0 50 100 150 200 250
Page
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Building Meltdown www.tugraz.at

Flush+Reload over all pages of the array

Access time

0 50 100 150 200 250
Page

This also works on AMD and ARM!
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Building Meltdown www.tugraz.at

e Combine the two things

v,
(] -
(RS

char data = *(char*)Oxffffffff81a000e0;
array[data * 4096] = 0;
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Building Meltdown www.tugraz.at

e Combine the two things

v,
(] -
(RS

char data = *(char*)Oxffffffff81a000e0;
array[data * 4096] = 0;
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Building Meltdown www.tugraz.at

Flush-+Reload again...

500
400
300

Access time
[cycles]

. Meltdown actually works.
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Terminal

Edit View Search Terminal Help

mschwarz@labo6:~/Documents$







T . W
meltdown@meltdown ~/ppm2 % taskset 1 ./imgdump @x375a00000 14919 > outp
ut.flif

Reading from @xffff880375a00000




Leaking Passwords from your Password Manager ORI

w5 WS @5 5 45 e5 66 45 B @5 |.......
oF uE eE #f 0% o5 oF 5 uE 65 |
LK KL XL

Seved Loggin "

HHEHEAAEEHERRE

H=

[JR.
letpd, oo
(LY

[J—

2f 21 61 B4

£540TER0: 64 Ide mozd L, natful

Remove Remove All Hida Passwords £54bTEI0: T3 B |aar-adiansdon_|
£E4BTEAD: 69 § |1eama,/354,/ 350385 |

Close S4bTRS0: 2d 1-64, pagProdified|

£E4RTES0: 34 3 |=1453244B15 |
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AND IN OTHER NEWS...

@

MELTDOWN

WE'RE ALLYROOMED, SANDRA:
~

B How AROUT THEEWEATAERS



Not so fast...



Take the kernel addresses... www.tugraz.at

e Kernel addresses in user space are a
problem
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Take the kernel addresses... www.tugraz.at

e Kernel addresses in user space are a
problem

e Why don’'t we take the kernel addresses...
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...and remove them www.tugraz.at

e ...and remove them if not needed?
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...and remove them www.tugraz.at

e ...and remove them if not needed?

e User accessible check in hardware is not
reliable

Daniel Gruss — Graz University of Technology









KAISER /'knizo/

1. [german] Emperor,
ruler of an empire

2. largest penguin,
emperor penguin




KAISER Patches www.tugraz.at

Daniel Gruss — Graz University of Technology



KAISER Patches www.tugraz.at

e Our patch
e Adopted in

Linux
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e Our patch

e Adopted in e Adopted in
i Windows
Linux
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’

e Our patch
. e Adopted in e Adopted in
e Adopted in X
: P Windows OSX/iOS
Linux
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KAISER Patches www.tugraz.at

’

e Our patch
. e Adopted in e Adopted in
e Adopted in X
: P Windows OSX/iOS
Linux

— now in every computer
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Problem solved?



Foreshadow / Foreshadow-NG www.tugraz.at

CPU mlcro-architectura
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-

footing from ROM...
zarly comsole in extract_kernel
input_data: Ox0OOOEOO00D1eBalVb
t_len: Gx00000000003d448f8
Ox0000000061 000006
L _len: Ox00006000011bc25E

total _si ¢ Ox0000000000deediO
booted wvia 2 320
Physical KASLR using RDTSC..
Jirtual KASLR using RDTSC. ..

Decompressing Linux, .. arsing ELF... Performing relocations... done.

looting the kernel.

i
i

leak hypervisor data from

oreshadow Demo
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SOMBIELOAD
ATTACK

Processors leak sensitive data and keys while
accessing them.

After Meltdown, Spectre, and Foreshadow we discoverad maore critical valnerabilities in modern
processors. The Zombieload attack allows stealing sensitive data and keys while the computer
accesses thermn, While programs normally only see their own data, a maliclous program can exploit
the fill buffers to get hold of secrets currently processed by other running programs,

The attack does not onky work on personal computers, but can also be exploited in the cloud.
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UPDATE 1 S00URT | ctMagazn

ZombielLoad: Neue Sicherheitsliicken in
Intel-Prozessoren

Bei vielen bisherigen Core-i- und Xeon-Prozessoren kann Malware Daten
laufender Prozesse belauschen, wenn sie aufl demselben Kern tGuft,

stof Windeck ==




Daniel Gruss

Technische Universitat Graz
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ZombieLoad Comparison www.tugraz.at

Page Number Page Offset
G Bl —— 5
Meltdown g7 Virtual B :
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ZombieLoad Comparison www.tugraz.at

Page Number Page Offset
L ———— By s
Meltdown ™z Virtual 12! :
51 Physical 12
SO eI — Vil 1o 0
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ZombieLoad Comparison www.tugraz.at

Page Number Page Offset
Meltdown 551|47 7 F\‘;l?’/:ll.lcjl 7 5 H °
Foreshadow|51§477 7 Ii/?/::jl , ig t °
Foreshadowés 47F\’2i’tsl':;|i§ 11 0
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ZombieLoad Comparison www.tugraz.at

Page Number Page Offset
G Bl —— 5
Meltdown g7 Virtual ] 0
51 Physical 12
Foreshadow ™7 Virtual 121 0

5
Foreshadow ™= i S S 11 0
ZombieLoad®t L e :
47 Vlrtual 12 .............................
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foto: lunghammer / t

Jie an der TU Graz forschenden
oritz Lipp, Michael Schwarz und
Daniel Gruss (v.l.) haben neue
Sicherheitsllicken in Intel-
Prozessoren gefunden.

Zombieload: Grazer Forscher entdeckten
gravierende Lucken bei Intel-Prozessoren

14. Mai 2019, 19:00 m

Prozessoren der Jahre 2012 bis 2018 betroffen — Neue Updates werden
notwendig

Zwei weitere Angriffsmethoden, um Daten aus Computersystemen
auslesen zu kdnnen, haben IT-Experten der TU Graz gemeinsam mit
einem internationalen Team entdeckt. Betroffen sind alle von Intel
entwickelten Prozessoren, die zwischen 2012 und Anfang 2018 herges
wurden, teilte die TU Graz am Dienstag mit. Intel wurde informiert und h
bereits mit Sicherheitspatches reagiert.

Patches gegen Meltdown und Spectre schiitzen nicht

"Zombiel.oad" und "Store-to-Leak Forwarding" haben die
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Spectre-PHT (aka Spectre Variant 1) A

LUT

index = 0O;
charx data = "textKEY";

if (index < 4)

»‘é\é\ @ %@

Prediction

LUT [data[index] * ] 0
Daniel Gruss — Graz University of Technology



Spectre-PHT (aka Spectre Variant 1) A

LUT

index = '
char*x data = ”féxtKEY”;

if (index < 4)

»‘é\é\ @ %@

Prediction

LUT [data[index] * ] 0
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Spectre-PHT (aka Spectre Variant 1) Rpg e azal

LUT

index = '
char* data = ”féxtKEY”;

if (index < 4)

»‘é‘é\ @ %@

Prediction

LUT [data[index] * ] 0
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Spectre-PHT (aka Spectre Variant 1) wwiw.tugraz.at

LUT

Index 't’

index = '
char* data = ”féxtKEY”;

if (index < 4)
v&é\ @ %@
Prediction

LUT [data[index] * ] 0
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Spectre-PHT (aka Spectre Variant 1) A

LUT

index = 1;
charx data = "textKEY";

if (index < 4)

»‘é\é\ @ %@

Prediction

LUT [data[index] * ] 0
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{{} NetSpectre:
Po e completely remote - we just send network requests
e leak around 15-60 bit per second

e no attacker code on target system
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in-place (IP) vs., out-of-place (OP)
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“The Sciences of the Artificial” (Herbert A. Simon, 1969)

™1 e Natural sciences: studying something natural
A e Artificial science: studying something artificial (something
man-made) as if it was something natural

— A consequence of complexity
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We have ignored microarchitectural attacks for many many years:
e attacks on crypto — “software should be fixed”
e attacks on ASLR — “ASLR is broken anyway”

e attacks on SGX and TrustZone — “not part of the threat model”

e Rowhammer attacks — “only affects cheap sub-standard modules”

— for years we solely optimized for performance
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e The complexity of the systems we built is too large to fully
— understand them
— e We need to study man-made systems like nature to find flaws

i
[}

We need good and adjustable trade-offs between security and
performance, efficiency, and complexity

Learn from nature, Learn to cope with diseases
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