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FOOD CACHE

Revolutionary concept!

Store your food at home,
never go to the grocery store
during cooking.

Can store ALL kinds of food.

ONLY TODAY INSTEAD OF $1,300

$1,299

ORDER VIA PHONE: +555 12345



CPU Cache www.tugraz.at

printf("%d", 1i);
printf("%d", i);
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printf("%d", 1i);
printf("%d", i);
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printf("%d", 1i);

printf("%d", 1i); Y“x

Cach®
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Shared Memory
ATTACKER VICTIM
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ATTACKER VICTIM
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Shared Memory
ATTACKER VICTIM

flush
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Shared Memory
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Shared Memory
ATTACKER VICTIM

dCCessS /

\

N fast if victim accessed data,

slow otherwise
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Memory Access Latency www.tugraz.at
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Cache Template

www.tugraz.at

ADDRESS

0x7c680
0x7c6c0
0x7c700
0x7c740
0x7c780
0x7c7c0
0x7c800
0x7c840
0x7c880
0x7c8c0
0x7c900
0x7c940
0x7c980
0x7c9cO
0x7ca00
0x7cb80
0x7cc40
0x7cc80
0x7cccO
0x7cd00
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HELLO FROM THE OTHER SIDE (DEMOQO): “
VIDEO STREAMING OVER CACHE COVERT CHANNEL




Back to Work




7 Serve with cooked |
\ and peeled potaloes |










Wait for an hour

v

x LATENCY




1. Wash and cut ‘
IH vegelables |

2. Pick the basil leaves
and set aside |

! |
. 3. Heat 2 tablespoons of |
._;] oil in a pan

4. Fry vegelables until
golden and softened




3 Heat 2 tablespoons of
illl_; cil in a pan <

" 4. Fry vegelables until
golden and softened
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int width = 10, height = 5;
float diagonal = sqrt(width * width
+ height * height);

int area = width * height;

printf ("Area %d x %d = %d\n", width, height, area);
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Out-of-order Execution

Parallelize

10, height = 5;

b— int width
<
Q float diagonal = sqrt(width * width
+ height * height);
int area = widt * eight;
Q(D ‘ idth * heigh
<printf("Area %d x %d = %d\n", width, height, area);
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Building Meltdown www.tugraz.at

char data = *(char*)Oxffffffff81a000e0;
printf ("%c\n", data);
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Building Meltdown www.tugraz.at

char data = *(char*)O0xffffffff81a000e0;
printf ("%c\n", data);

segfault at fffffff£f81a000e0 ip

0000000000400535
sp 00007ffce4a80610 error 5 in reader
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'O Adapted code
.ty
* *
' *(volatile charx*)O0;

- array [84 * 4096] = 0; // unreachable
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Flush+Reload over all pages of the array

Access time

0 50 100 150 200 250
Page
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Building Meltdown www.tugraz.at

Flush+Reload over all pages of the array

Access time

0 50 100 150 200 250
Page

This also works on AMD and ARM!
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Building Meltdown www.tugraz.at

e Combine the two things

v,
(] -
(RS

char data = *(char*)Oxffffffff81a000e0;
array[data * 4096] = 0;
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Building Meltdown www.tugraz.at

Flush-+Reload again...

500
400
300

Access time
[cycles]

. Meltdown actually works.
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Take the kernel addresses... www.tugraz.at

e Kernel addresses in user space are a
problem (the wall does not work)
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Take the kernel addresses... www.tugraz.at

e Kernel addresses in user space are a
problem (the wall does not work)

e Why don’'t we take the kernel addresses...
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...and remove them www.tugraz.at

e ...and remove them if not needed?
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...and remove them www.tugraz.at

e ...and remove them if not needed?

e User accessible check in hardware is not
reliable
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KAISER /'knizo/

1. [german] Emperor,
ruler of an empire

2. largest penguin,
emperor penguin




Speculative Execution www.tugraz.at

Let us get rid of bottlenecks
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Use the
naughty/nice list
of last year

3
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1N Finally, check
predictions with

list of this year
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Throwing away
wrongly manufac-

tured presents
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Speculative Execution www.tugraz.at

Correct
predictions
result iIn

free time
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Spectre-PHT (aka Spectre Variant 1) RErystazet

LUT

index = 0;
char* data = "textKEY";

if (index < 4)

»‘é‘é\ @ %@

Prediction

LUT [data[index] * ] 0
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Spectre-PHT (aka Spectre Variant 1) www.tugraz.at

LUT

index = 0;

/

char* data = ”fextKEY”;

if (index < 4)

»‘é‘é\ @ %@

Prediction

Speculate

LUT [data[index] * ] 0
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Spectre-PHT (aka Spectre Variant 1) RErystazet

LUT

index = 0;
char* data = "textKEY";
if (index < 4)
Execute
Index 't Prediction
LUT [data[index] * ] 0
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Spectre-PHT (aka Spectre Variant 1) RErystazet

LUT

index = 1;
char* data = "textKEY";

if (index < 4)

»‘é‘é\ f\\ %@

Prediction

LUT [data[index] * ] 0
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Spectre-PHT (aka Spectre Variant 1) www.tugraz.at

LUT

index = 1;
char* data = "textKEY";
if (index < 4)
o e Speculate
v‘é‘é\ @ %@
Prediction
LUT [data[index] * ] 0
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Spectre-PHT (aka Spectre Variant 1) RErystazet

LUT

index = 1;
char* data = "textKEY";
if (index < 4)
Index 'e’
YS‘@Q f\\ %@
Prediction
LUT [data[index] * ] 0
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Spectre-PHT (aka Spectre Variant 1) RErystazet

LUT

index = 2;
char* data = "textKEY";

if (index < 4)

N )
& AN %

Prediction

LUT [data[index] * ] 0
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Spectre-PHT (aka Spectre Variant 1) RErystazet

LUT

index = 2;
charx data = ”teitKEY”;

if (index < 4)

N )
& AN %

Prediction

LUT [data[index] * ] 0
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Spectre-PHT (aka Spectre Variant 1) www.tugraz.at

LUT index = 2;
char* data = "textKEY";
if (index < 4)
Speculate
N R
v‘é‘@ @ {“@
Prediction
Index 'x’
LUT [data[index] * ] 0
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Spectre-PHT (aka Spectre Variant 1)

www.tugraz.at

LUT

Index 'x’

index =

char* data = ”teitKEY”;

if (index < 4)

LUT [data[index] *

Prediction
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Spectre-PHT (aka Spectre Variant 1) RErystazet

LUT

index = 3;
char* data = "textKEY";

if (index < 4)

> ﬁ &
)
& N 5o

Prediction

LUT [data[index] * ] 0
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Spectre-PHT (aka Spectre Variant 1) RErystazet

LUT

index = 3;
char* data = "textKEY";
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Spectre-PHT (aka Spectre Variant 1) www.tugraz.at

LUT

index = 3;
\
char* data = "textKEY";

if (index < 4)

> ﬂ &
)
< N S

Prediction

Speculate

Index 't’

LUT [data[index] * ] 0
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Spectre-PHT (aka Spectre Variant 1) RErystazet

LUT

index = 3;
char* data = "textKEY";
if (index < 4)
YS‘@Q f\ %@
Index 't’ Pr;ction
LUT [data[index] * ] 0
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Spectre-PHT (aka Spectre Variant 1) RErystazet

LUT

index = 4;
char* data = "textKEY";

if (index < 4)

N ﬁ Q
Q 4
& 5o

~N

Prediction

LUT [data[index] * ] 0
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Spectre-PHT (aka Spectre Variant 1) RErystazet

LUT

index = 4;
char* data = "textKEY";

if (index < 4)

N ﬁ Q
Q 4
& 5o

~N

Prediction

LUT [data[index] * ] 0
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Spectre-PHT (aka Spectre Variant 1) www.tugraz.at

LUT

index = 4;

Index 'K’ char* data = "textKEY";

if (index < 4)

Speculate
Q (V4
NV @ Q)
Prediction
LUT [data[index] * 1 0
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Spectre-PHT (aka Spectre Variant 1) www.tugraz.at

LUT

index = 4;

Index 'K’ char* data = "textKEY";

if (index < 4)

% KN 3
&
’LQ V\ \s\@

Prediction

Execute

LUT [data[index] * ] 0
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Spectre-PHT (aka Spectre Variant 1) RErystazet

LUT

index = 5;
char* data = "textKEY";

if (index < 4)

> ﬁ &
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Spectre-PHT (aka Spectre Variant 1) RErystazet

LUT

index = 5;

N\

char* data = ”textKEY”;

if (index < 4)

> ﬁ &
)
& N 5o

Prediction
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Spectre-PHT (aka Spectre Variant 1)
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LUT

Index 'E’

index =

H

N\

char* data = ”textKEY”;

if (index < 4)

Speculate

LUT [data[index] *

]

N

Prediction

SZ
Q)

0
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Spectre-PHT (aka Spectre Variant 1) St

LUT

Index 'E’

index = 5;

N

char* data = "textKEY";

if (index < 4)
Execute

RS

Pred|ct|on

LUT [data[index] * 0
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Spectre-PHT (aka Spectre Variant 1) RErystazet

LUT

index = 6;
char* data = "textKEY";

if (index < 4)

N )
& AN %

Prediction

LUT [data[index] * ] 0
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Spectre-PHT (aka Spectre Variant 1) RErystazet

LUT

index = 6;

e

char* data = ”textKEY”;

if (index < 4)

N )
& AN %

Prediction

LUT [data[index] * ] 0
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Spectre-PHT (aka Spectre Variant 1)
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LUT

Index 'Y’

index =

N

char* data = ”textKEY”;

if (index < 4)

Speculate

LUT [data[index] *

AN

Prediction

SZ
Q)

0
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Spectre-PHT (aka Spectre Variant 1) St

LUT

Index 'Y’

index = 6;

N

char* data = ”textKEY”;

if (index < 4)

»‘é‘é\ @ %6’

Prediction

Execute

LUT [data[index] * ] 0

Daniel Gruss — Graz University of Technology



Systematization Tree

in-place (IP) vs., out-of-place (OPL; PHT-CA-IP %

(T Cross-address-space PHT-CA-OP % ]
strategy

Same-address-space [ PHT-SA-IP ]
Corrssors)
Cross-address-space K
Same-address-space

RSB-SA-OP

microarchitec-
tural buffer

Spectre-type

[ Spectre-RSB
Spectre-STL

)

Cross-address-space
Same-address-space
Meltdown-US ] |
Meltdown-P

fault type

Meltdown-NM ]
Meltdown-AC % |

[Meltdown-type

Meltdown-BR )T[ Meltdown-MPX
Meltdown-GP | Meltdown-BND *
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Mitigations www.tugraz.at

Defense -
Attack

Spectre-PHT O0O0CC 00000000 eRODO
Spectre-BTB OO0C @CCOCCOOOCHROCCO
Spectre-RSB OO0 QOCOCOCOQOOOCOOOOMOOC
Spectre-STL OOOCCOCCOQOOOOOCO RO

Spectre-PHT O0O0CC @OQOO000COOORODO
Spectre-BTB OO0C @O COOOCOOCOCOMOCO O

Intel

ARM Spectre-RSB OO QOO COOOOOOOMOO O
Spectre-STL OOOCCOCOCQOOOOOOO MO
Spectre-PHT O00CC @000 OSOORODO

AV Spectre-BTB OO0C @OCCOCCORIDCOMOC O

Spectre-RSB O O0QOCOCCOOOCOOCNOMOOC
Spectre-STL OOOOCO OO QOOOOOOCOHONO

Mitigated (@), partially mitigated (@), not mitigated (O), theoretically mitigated (M), theoretically impeded (), not theoretically impeded (CJ), or
out of scope ().
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e many problems to solve around microarchitectural attacks and
especially transient execution attacks
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Conclusions www.tugraz.at

— e new class of attacks
—_— e many problems to solve around microarchitectural attacks and
v especially transient execution attacks
o m— e dedicate more time into identifying problems and not solely in

mitigating known problems
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