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Goals of this talk

= you get a comprehensive overview of Rowhammer attacks
= you can run the tools on your machine
= you understand what’s happening and why

— nothing here is black magic!

3 Daniel Gruss, Graz University of Technology
July 27, 2017
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Rowhammer preparations

For starting it’s easier with an empty file cache
sync && echo 3 | sudo tee /proc/sys/vm/drop_caches
and with a full speed CPU

sudo cpupower -c all set -b O

4 Daniel Gruss, Graz University of Technology
July 27, 2017
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First steps

git clone https://github.com/IAIK/rowhammerjs.git

cd native

make rowhammer

# ./rowhammer [-t nsecs] [-p percent] [-c cores] [-d dimms]
# [-r row] [-f first_offset] [-s second_offset]
sudo ./rowhammer -p 0.5 -c 2 -d 2

5 Daniel Gruss, Graz University of Technology
July 27, 2017
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Parameters

p percent of memory to use
¢ number of cores

d number of dimms

r fix the row to hammer

f fix the first aggressor

s fix the second aggressor

Once you found good bitflips you fix row and aggressors ;)

Daniel Gruss, Graz University of Technology
July 27, 2017
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Why sudo?

Linux patch from 2015 prevents user read access to virtual to
physical address mappings

sudo to access these mappings to make the search for bitflips faster

sudo is not required in a real attack

7 Daniel Gruss, Graz University of Technology
July 27, 2017




Search space

make rowhammer-sandy
make rowhammer-ivy
make rowhammer-haswell

smaller search space!

Daniel Gruss, Graz University of Technology
July 27, 2017
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Search space Trade-offs

Reduce search space by fixing first or second aggressor!

Or maybe fix both if you have a row conflict pattern (peaks at always
the same offsets)

Daniel Gruss, Graz University of Technology
July 27, 2017
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Outline

= Background

= How to flip bits?

= How to exploit them?
= How to mitigate them?
= Conclusion

10 Daniel Gruss, Graz University of Technology
July 27, 2017
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1. Background
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DRAM organization

12 Daniel Gruss, Graz University of Technology
July 27, 2017
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DRAM organization

channel 0
—— B

12 Daniel Gruss, Graz University of Technology
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DRAM organization

back of DIMM: rank 1

channel 0 CENEE
— B

* __ front of DIMM:
rank 0

12 Daniel Gruss, Graz University of Technology
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DRAM organization

back of DIMM: rank 1

channel 0 CENEE
— B

* __ front of DIMM:
rank 0

12 Daniel Gruss, Graz University of Technology
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DRAM organization

chip

row 0

row 1

row 2

row 32767

row buffer

Daniel Gruss, Graz University of Technology
July 27, 2017
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= bits in cells in rows

= gccess: activate row,
copy to row buffer
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How reading from DRAM works

DRAM bank
_1111111

CPU wants to access row 1

S |




How reading from DRAM works

activate
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row buffer

Daniel Gruss, Graz University of Technology

July 27, 2017

CPU wants to access row 1
— row 1 activated
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How reading from DRAM works
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CPU wants to access row 1
— row 1 activated
— row 1 copied to row buffer

copy
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How reading from DRAM works
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14 Daniel Gruss, Graz University of Technology
July 27, 2017

CPU wants to access row 1
— row 1 activated
— row 1 copied to row buffer

www.tugraz.at m



How reading from DRAM works
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DRAM bank
1111111

CPU wants to access row 2




How reading from DRAM works

DRAM bank
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CPU wants to access row 2
— row 2 activated
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How reading from DRAM works

DRAM bank
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CPU wants to access row 2
— row 2 activated
— row 2 copied to row buffer

copy
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How reading from DRAM works
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CPU wants to access row 2
— row 2 activated
— row 2 copied to row buffer
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How reading from DRAM works

DRAM bank

111111111111 11
111111111111 11
11111111 111111
111111111111 11

CPU wants to access row 2
— row 2 activated

— row 2 copied to row buffer
— slow (row conflict)

111111111 11111

row buffer

Daniel Gruss, Graz University of Technology
July 27, 2017
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How reading from DRAM works

DRAM bank

111111111111 11
111111111111 11
11111111 111111
111111111111 11

CPU wants to access row 2—again

111111111 11111

row buffer
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How reading from DRAM works
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How reading from DRAM works
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How reading from DRAM works

DRAM bank

111111111111 11
111111111111 11
11111111 111111
111111111111 11

CPU wants to access row 2—again
— row 2 already in row buffer
— fast (row hit)

111111111 11111

row buffer

14 Daniel Gruss, Graz University of Technology
July 27, 2017



How reading from DRAM works

DRAM bank

111111111111 11

111111111111 11

111111111111 11

111111111111 11

111111111 11111

row buffer

Daniel Gruss, Graz University of Technology

July 27, 2017

row buffer = cache

www.tugraz.at m
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DRAM refresh

= cells leak — repetitive refresh necessary
= refresh ~ reading (destructive) + writing same data again
= maximum interval between refreshes to guarantee data integrity

15 Daniel Gruss, Graz University of Technology
July 27, 2017
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DRAM refresh

cells leak — repetitive refresh necessary

refresh ~ reading (destructive) + writing same data again

maximum interval between refreshes to guarantee data integrity

cells leak faster upon proximate accesses — Rowhammer

15 Daniel Gruss, Graz University of Technology
July 27, 2017
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“It’s like breaking into an apartment by repeatedly slamming a neighbor’s
door until the vibrations open the door you were after” — Motherboard Vice

Daniel Gruss, Graz University of Technology
July 27, 2017

DRAM bank

111111111111 11

1111111111 1111

111111111111 11

1111111111 1111

111111111111 11

row buffer
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“It’s like breaking into an apartment by repeatedly slamming a neighbor’s
door until the vibrations open the door you were after” — Motherboard Vice

activate
—_—

Daniel Gruss, Graz University of Technology
July 27, 2017

DRAM bank
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door until the vibrations open the door you were after” — Motherboard Vice

DRAM bank

111111111111 11

1111111111 1111

111111111111 11

_actvate 1 1111111

111111111111 11

row buffer

16 Daniel Gruss, Graz University of Technology
July 27, 2017

copy



Rowhammer

www.tugraz.at m

“It’s like breaking into an apartment by repeatedly slamming a neighbor’s
door until the vibrations open the door you were after” — Motherboard Vice

activate
—_—

Daniel Gruss, Graz University of Technology
July 27, 2017

DRAM bank

111111111111 11

1111111111 1111

111111111111 11

1111111111 1111

111111111111 11

row buffer

copy



Rowhammer

www.tugraz.at m

“It’s like breaking into an apartment by repeatedly slamming a neighbor’s
door until the vibrations open the door you were after” — Motherboard Vice
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“It’s like breaking into an apartment by repeatedly slamming a neighbor’s
door until the vibrations open the door you were after” — Motherboard Vice

Daniel Gruss, Graz University of Technology
July 27, 2017

DRAM bank

111111111111 11

bit flips in row 2!

1111111111 1111

10111110101111

S

1111111111 1111

111111111111 11

row buffer
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2. How to flip bits?




www.tugraz.at m

Requirements

Memory accesses must be

= uncached: reach DRAM
= fast: race against the next row refresh
= targeted: reach specific row

18 Daniel Gruss, Graz University of Technology
July 27, 2017
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How do we get enough uncached accesses?

19 Daniel Gruss, Graz University of Technology
July 27, 2017
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Impact of the CPU cache

= only non-cached accesses reach DRAM

CPU
core




Impact of the CPU cache

CPU
core

Daniel Gruss, Graz University of Technology

July 27, 2017

= only non-cached accesses reach DRAM
= either remove data from cache

www.tugraz.at m
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Impact of the CPU cache

o = only non-cached accesses reach DRAM
core

= either remove data from cache

= or don'’t put it there in the first place

20 Daniel Gruss, Graz University of Technology
July 27, 2017
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Impact of the CPU cache

o = only non-cached accesses reach DRAM
core

= either remove data from cache

= or don'’t put it there in the first place
— next access will be served from DRAM

20 Daniel Gruss, Graz University of Technology
July 27, 2017
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Access techniques

clflush instruction — original paper (Kim et al. 2014)

cache eviction (Gruss, Maurice, and Mangard 2016; Aweke et al. 2016)
non-temporal accesses (Qiao et al. 2016)

uncached memory (Veen et al. 2016)

W=

o1 Daniel Gruss, Graz University of Technology
July 27, 2017



#1 Hammering with c1flush
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DRAM bank
cacheset1 | | | | | | | ’
[
cacheset2 | | | | | | |
Daniel Gruss, Graz University of Technology
July 27, 2017
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#1 Hammering with c1flush

DRAM bank

Fa

cacheset1 | | | | | | | |

clflush

USUTITo

cacheset2 | | | | | | | |

o0 Daniel Gruss, Graz University of Technology
July 27, 2017
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#1 Hammering with c1flush
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#1 Hammering with c1flush

DRAM bank
cacheset1 | | | | | | |
cacheset2 | | | | | | |
Daniel Gruss, Graz University of Technology
July 27, 2017
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#1 Hammering with c1flush

DRAM bank

cacheset1 | | | | | | | | |

cachesetz | | | | | | | | |

o0 Daniel Gruss, Graz University of Technology
July 27, 2017
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#1 Hammering with c1flush

DRAM bank

cacheset1 | | | | | | [ |

reload

cachesetz | | [ | | | | |

o0 Daniel Gruss, Graz University of Technology
July 27, 2017
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#1 Hammering with c1flush

DRAM bank

cacheset1 | | | | | | [ |

reload

cachesetz | | [ | | | | |

o0 Daniel Gruss, Graz University of Technology
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#1 Hammering with c1flush
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#1 Hammering with c1flush
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#1 Hammering with c1flush

DRAM bank

cacheset1 | | | | | | [ |

reload

cachesetz | | [ | | | | |

o0 Daniel Gruss, Graz University of Technology
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#1 Hammering with c1flush

DRAM bank

wait forit. ..

cacheset1 | | | | | | | |

clflush

USUTITo

cacheset2 | | | | | | | |

o0 Daniel Gruss, Graz University of Technology
July 27, 2017
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#1 Hammering with c1flush

DRAM bank

cacheset1 | | | | | | [ |

it flip!
\\\\_azﬂ___——iiFi e

4—\)

reload

cachesetz | | [ | | | | |

o0 Daniel Gruss, Graz University of Technology
July 27, 2017



www.tugraz.at m

How widespread is the issue?

DDRS3:

= Kimetal.: 110/129
modules from 3 vendors,
all but 3 since mid-2011

= Seaborn and Dullien:
15/29 laptops

DDR4 believed to be safe:

= we showed bit flips (Pessl
et al. 2016)

23 Daniel Gruss, Graz University of Technology
July 27, 2017
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Flush, reload, flush, reload. ..

= the core of Rowhammer is essentially a Flush+Reload loop
= as much an attack on DRAM as on cache

o4 Daniel Gruss, Graz University of Technology
July 27, 2017
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#2 Hammering with cache eviction

= idea: avoid c1flush to be independent of specific instructions

— no clflush in JavaScript

25 Daniel Gruss, Graz University of Technology
July 27, 2017
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#2 Hammering with cache eviction

= idea: avoid c1flush to be independent of specific instructions
— no clflush in JavaScript
= our approach: use regular memory accesses for eviction

— techniques from cache attacks!

25 Daniel Gruss, Graz University of Technology
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#2 Hammering with cache eviction

= idea: avoid c1flush to be independent of specific instructions
— no clflush in JavaScript
= our approach: use regular memory accesses for eviction

— techniques from cache attacks!
— Rowhammer, Prime+Probe style!

25 Daniel Gruss, Graz University of Technology
July 27, 2017
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#2 Hammering with cache eviction

DRAM bank

Fa

cacheset1 | | | | | | [P |

cachesetz | | [ | | | | |

26 Daniel Gruss, Graz University of Technology
July 27, 2017
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#2 Hammering with cache eviction

DRAM bank

Fa

cacheset1 | | | | | | [ |

load

peoj

cachesetz | | [l ] | | | |
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#2 Hammering with cache eviction

DRAM bank

Fa

cacheset1 | | || | | [P |

load

peoj

cachesetz | | [ | | | | |
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#2 Hammering with cache eviction

DRAM bank
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peoj
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#2 Hammering with cache eviction
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#2 Hammering with cache eviction
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#2 Hammering with cache eviction

DRAM bank

cacheset1 || | | | | || |

reload

cachesetz | | [ | | | | | |

26 Daniel Gruss, Graz University of Technology
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#2 Hammering with cache eviction

DRAM bank

cacheset1 || | | | | | | |

=

cachesetz | | | | | | | | |

26 Daniel Gruss, Graz University of Technology
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#2 Hammering with cache eviction

DRAM bank

cacheset1 || | | | | || |

k_/ wait for it. . .
reload j

reload

cachesetz | | [ | | | | | |

26 Daniel Gruss, Graz University of Technology
July 27, 2017
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#2 Hammering with cache eviction

DRAM bank
cacheset1 [ | | | | [ [ [ |
bit flip!
#J:*\/
cacheset2 [ | [ | [ [ [ |
Daniel Gruss, Graz University of Technology
July 27, 2017
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Replacement policy on older CPUs
“LRU eviction” memory accesses

cacheset | | P | [ [ | |

o7 Daniel Gruss, Graz University of Technology
July 27, 2017
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Replacement policy on older CPUs
“LRU eviction” memory accesses

cacheset | | P | [ [ | |

= | RU replacement policy: oldest entry first

o7 Daniel Gruss, Graz University of Technology
July 27, 2017
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Replacement policy on older CPUs
“LRU eviction” memory accesses

cacheset | = | s [T + [ 7 [ ¢ [ o]« |

= | RU replacement policy: oldest entry first
= timestamps for every cache line

o7 Daniel Gruss, Graz University of Technology
July 27, 2017
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Replacement policy on older CPUs
“LRU eviction” memory accesses

peo|

NN N ENERENER

cache set

= | RU replacement policy: oldest entry first
= timestamps for every cache line
= access updates timestamp

o7 Daniel Gruss, Graz University of Technology
July 27, 2017
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Replacement policy on older CPUs
“LRU eviction” memory accesses

peoj

o] - PETe] - [ e [a ]|

cache set
= LRU replacement policy: oldest entry first

= timestamps for every cache line
= access updates timestamp

o7 Daniel Gruss, Graz University of Technology
July 27, 2017
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Replacement policy on older CPUs
“LRU eviction” memory accesses

peo|

11 | 4 |

o] - (e v [ e |

cache set
= LRU replacement policy: oldest entry first

= timestamps for every cache line
= access updates timestamp

o7 Daniel Gruss, Graz University of Technology
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Replacement policy on older CPUs
“LRU eviction” memory accesses

peo|

12|

Lo s e o | 7 [ s [ 1]

cache set
= LRU replacement policy: oldest entry first

= timestamps for every cache line
= access updates timestamp

o7 Daniel Gruss, Graz University of Technology
July 27, 2017
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Replacement policy on older CPUs
“LRU eviction” memory accesses

peo|

|10|13|8|9|7|6|11|12|

cache set
= LRU replacement policy: oldest entry first

= timestamps for every cache line
= access updates timestamp

o7 Daniel Gruss, Graz University of Technology
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Replacement policy on older CPUs
“LRU eviction” memory accesses

peoj

|10|13|8|9|7|14|11|12|

cache set
= LRU replacement policy: oldest entry first

= timestamps for every cache line
= access updates timestamp
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Replacement policy on older CPUs
“LRU eviction” memory accesses

peoj

|10|13|8|9|15|14|11|12|

cache set
= LRU replacement policy: oldest entry first

= timestamps for every cache line
= access updates timestamp

o7 Daniel Gruss, Graz University of Technology
July 27, 2017
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Replacement policy on older CPUs
“LRU eviction” memory accesses

[ ————————
peoj

|10|13|16|9|15|14|11|12|

cache set
= LRU replacement policy: oldest entry first

= timestamps for every cache line
= access updates timestamp

o7 Daniel Gruss, Graz University of Technology
July 27, 2017
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Replacement policy on recent CPUs
“LRU eviction” memory accesses

cacheset | = | s [T + [ 7 [ ¢ [ o]« |

= no LRU replacement

28 Daniel Gruss, Graz University of Technology
July 27, 2017
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Replacement policy on recent CPUs
“LRU eviction” memory accesses

peo|

NN N ENERENER

cache set

= no LRU replacement
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Replacement policy on recent CPUs
“LRU eviction” memory accesses

peoj

o] - PETe] - [ e [a ]|

cache set

= no LRU replacement
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Replacement policy on recent CPUs
“LRU eviction” memory accesses

peo|

|10|5|8|11|7|6|3|4|

cache set

= no LRU replacement
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Replacement policy on recent CPUs
“LRU eviction” memory accesses

peoj

|12|5|8|11|7|6|3|4|

cache set

= no LRU replacement
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Replacement policy on recent CPUs
“LRU eviction” memory accesses

peo|

13|4|

|12|5|8|11|7|6|

cache set

= no LRU replacement
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Replacement policy on recent CPUs
“LRU eviction” memory accesses

peo|

14|4|

|12|5|8|11|7|6|

cache set

= no LRU replacement
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Replacement policy on recent CPUs
“LRU eviction” memory accesses

peo|

15 |

|12|5|8|11|7|6|14|

cache set

= no LRU replacement
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Replacement policy on recent CPUs
“LRU eviction” memory accesses

peo|

16 |

|12|5|8|11|7|6|14|

cache set

= no LRU replacement

28 Daniel Gruss, Graz University of Technology
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Replacement policy on recent CPUs
“LRU eviction” memory accesses

cacheset [ 2 | s [0 i [ 7 [ o [ 14 [ 6|

= no LRU replacement
= only 75% success rate on Haswell

28 Daniel Gruss, Graz University of Technology
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Replacement policy on recent CPUs
“LRU eviction” memory accesses

cacheset [ 2 | s [0 i [ 7 [ o [ 14 [ 6|

= no LRU replacement
= only 75% success rate on Haswell
= more accesses — higher success rate, but too slow

28 Daniel Gruss, Graz University of Technology
July 27, 2017
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Cache eviction strategy (the beginning)

a H_n

a

zi [ | ll.l...... .

% H EER_ N

zj [ | ll.l.. -

% H ER_ N

& | N |
Time

Address

29 Daniel Gruss, Graz University of Technology
July 27, 2017
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Cache eviction strategy (new representation)

Represent accesses as a sequence of numbers:

=121223,2,33,4,3,4,..
= can be a long sequence

30 Daniel Gruss, Graz University of Technology
July 27, 2017
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Cache eviction strategy properties

= all addresses are congruent
— indistinguishable in terms of the eviction strategy
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Cache eviction strategy properties

= all addresses are congruent
— indistinguishable in terms of the eviction strategy

»=2546,31,256,4,1,3, ... all equivalent!
— 1,2,3,4,5,6

= adding more different addresses can increase eviction rate
= multiple accesses to one address can increase the eviction rate

31 Daniel Gruss, Graz University of Technology
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Cache eviction strategy properties (2)

= multiple accesses, low number of different addresses
— sequences often have repeating sub-sequences

32 Daniel Gruss, Graz University of Technology
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Cache eviction strategy properties (2)

= multiple accesses, low number of different addresses
— sequences often have repeating sub-sequences

= idea: repetative sequences can be compressed to loops over
sub-sequences

32 Daniel Gruss, Graz University of Technology
July 27, 2017
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Hammering with cache eviction on Haswell

—— clflush Evict (Native) ~ — Evict (JavaScript) L

—_ —_

o o
» [e)]
|

—
o
™
!
T

Number of bit flips
within 15 minutes

—

o
o
|

0O 5 10 15 20 25 30 35 40 45 50 55 60 65 70
Refresh interval in ps (BIOS configuration)
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Cache eviction strategy: New representation

= represent accesses as a sequence of numbers:
1,2,1,2,2,3,2,3,3,4,3,4, ..

= can be a long sequence
= all congruent addresses are indistinguishable w.r.t eviction strategy
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Cache eviction strategy: New representation

= represent accesses as a sequence of numbers:
1,2,1,2,2,3,2,3,3,4,3,4, ..

= can be a long sequence
= all congruent addresses are indistinguishable w.r.t eviction strategy
adding more unique addresses can increase eviction rate

L

multiple accesses to one address can increase the eviction rate
= indistinguishable — balanced number of accesses

34 Daniel Gruss, Graz University of Technology
July 27, 2017



Cache eviction strategy: Notation (1)

Write eviction strategies as: P-C-D-L-S

for (s =0; s <= S-D; s += L)

for (c =0; c <= C; c += 1)
for (d =0; d<= D; d +=1)
*xa[s+d] ;

Daniel Gruss, Graz University of Technology
July 27, 2017
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Cache eviction strategy: Notation (1)
Write eviction strategies as: P-C-D-L-S

S: total number of different
addresses (= set size)

)
for (s =0; s <= S-D; s += L)

for (c =0; c <= C; c += 1)
for (d =0; d<= D; d+=1)
*xa[s+d];
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Cache eviction strategy: Notation (1)

Write eviction strategies as: P-C-D-L-S

S: total number of different D: different addresses per
addresses (= set size) inner access loop
—

for (s =0; s <= S-D; s += L)

for (c =0; c <= C; c += 1)
for (d =0; d<= D; d +=1)
*xa[s+d] ;
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Cache eviction strategy: Notation (1)

Write eviction strategies as: P-C-D-L-S

S: total number of different D: different addresses per
addresses (= set size) inner access loop
—

for (s =0; s <= S-D; s += L)

for (¢ = 0; ¢ <= [C; c +=1) ‘LL: step size of the inner
for (d = 0; d <= D; d += 1) access loop
xa[s+d] ;
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Cache eviction strategy: Notation (1)

Write eviction strategies as: P-C-D-L-S

S: total number of different D: different addresses per
addresses (= set size) inner access loop
—

for (s =0; s <= S-D; s += L)

for (¢ = 0; ¢ <= C; c += 1) ‘LL: step size of the inner
for (d = 0; d <= ; d += 1)  access loop
xa[s+d] ;

C: number of repetitions of the
inner access loop

35 Daniel Gruss, Graz University of Technology
July 27, 2017



Cache eviction strategy: Notation (2)

for (s =0; s <= S-D; s += L)
for (c =1; c <= C; c += 1)
for (d=1; d<= D; d += 1)
*xa[s+d] ;

Daniel Gruss, Graz University of Technology
July 27, 2017
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Cache eviction strategy: Notation (2)

for (s =0; s <= S-D; s += L)

for (c =1; c <= C; c += 1)
for (d=1; d<= D; d += 1)
*xa[s+d] ;

» P-2-2-1-4 —41,2,1,2,2,3,2,3,3,4,3,4
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Cache eviction strategy: Notation (2)

for (s =0; s <= S-D; s += L)

for (c =1; c <= C; c += 1)
for (d=1; d<= D; d += 1)
*xa[s+d] ;

» P-2-2-1-4 —41,2,1,2,2,3,2,83,3,4,3, 4\824
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Cache eviction strategy: Notation (2)

for (s =0; s <= S-D; s += L)

for (c =1; c <= C; c += 1)
for (d=1; d<= D; d += 1)
*xa[s+d] ;

» P-2-2-1-4 —1,21,22,32, 33,43, 4\824

36 Daniel Gruss, Graz University of Technology
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Cache eviction strategy: Notation (2)

for (s =0; s <= S-D; s += L)

for (c =1; c <= C; c += 1)
for (d=1; d<= D; d += 1)
*xa[s+d] ;

= P2.2-1-4 -d,2d,2,2, 3@2,3,3, 4,3, 4™_

2 S=4

D=2
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Cache eviction strategy: Notation (2)

for (s =0; s <= S-D; s += L)
for (c =1; c <= C; c += 1)
for (d=1; d<= D; d += 1)
*xa[s+d] ;
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Cache eviction strategy: Notation (2)

for (s =0; s <= S-D; s += L)
for (c =1; c <= C; c += 1)
for (d=1; d<= D; d += 1)
*xa[s+d] ;
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Cache eviction strategy: Notation (2)

for (s =0; s <= S-D; s += L)
for (c =1; c <= C; c += 1)
for (d=1; d<= D; d += 1)
*xa[s+d] ;

L=1 p-2 [c=2

» P-1-1-1-4 — 1,2, 3,4 — LRU eviction with set size 4

36 Daniel Gruss, Graz University of Technology
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Cache eviction strategies: Evaluation

We evaluated more than 10000 strategies..."

strategy # accesses eviction rate loop time

P-1-1-1-17 17
P-1-1-1-20 20
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We evaluated more than 10000 strategies..."

strategy # accesses eviction rate loop time

P-1-1-1-17 17 74.46% X 307 ns v/
P-1-1-1-20 20 99.82% v 934 ns X
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Cache eviction strategies: Evaluation

We evaluated more than 10000 strategies..."

strategy # accesses eviction rate loop time

P-1-1-1-17 17
P-1-1-1-20 20
P-2-1-1-17 34

74.46% X 307 ns v
99.82% v 934 ns X
99.86% v
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Cache eviction strategies: Evaluation

We evaluated more than 10000 strategies..."

strategy # accesses eviction rate loop time

P-1-1-1-17 17 74.46% X 307 ns v/
P-1-1-1-20 20 99.82% v 934 ns X
P-2-1-1-17 34 99.86% v/ 191 ns v/
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Cache eviction strategies: Evaluation

We evaluated more than 10000 strategies..."

strategy # accesses eviction rate loop time

P-1-1-1-17 17 74.46% X 307 ns v/
P-1-1-1-20 20 99.82% / 934 ns X
P-2-1-1-17 34 99.86% v 191 ns v/
P-2.2.1-17 64
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Cache eviction strategies: Evaluation

We evaluated more than 10000 strategies..."

strategy # accesses eviction rate loop time

P-1-1-1-17 17 74.46% X 307 ns v/
P-1-1-1-20 20 99.82% v 934 ns X
P-2-1-1-17 34 99.86% v/ 191 ns v/
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37 Daniel Gruss, Graz University of Technology
July 27, 2017



www.tugraz.at m

Cache eviction strategies: Evaluation

We evaluated more than 10000 strategies..."

strategy # accesses eviction rate loop time

P-1-1-1-17 17 74.46% X 307 ns v/
P-1-1-1-20 20 99.82% v 934 ns X
P-2-1-1-17 34 99.86% v/ 191 ns v/
P-2-2-1-17 64 99.98% v/ 180 ns v
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Cache eviction strategies: Evaluation

We evaluated more than 10000 strategies..."

strategy # accesses eviction rate loop time

P-1-1-1-17 17 74.46% X 307 ns v/
P-1-1-1-20 20 99.82% v 934 ns X
P-2-1-1-17 34 99.86% v/ 191 ns v/
P-2-2-1-17 64 99.98% v/ 180 ns v

— more accesses, smaller execution time?

37 Daniel Gruss, Graz University of Technology
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Cache eviction strategies: lllustration

P-1-1-1-17 (17 accesses, 307ns)

P-2-1-1-17 (34 accesses, 191ns)

Time in ns
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Cache eviction strategies: lllustration

P-1-1-1-17 (17 accesses, 307ns)

Miss
intended) ’{ Ve ‘

P-2-1-1-17 (34 accesses, 191ns)

L= [ = i

Time in ns
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Cache eviction strategies: lllustration
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Cache eviction strategies: lllustration

P-1-1-1-17 (17 accesses, 307ns)

Miss
= - | =

P-2-1-1-17 (34 accesses, 191ns)

L= [ = i = |

Time in ns
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Cache eviction strategies: lllustration

P-1-1-1-17 (17 accesses, 307ns)

Miss
= - | =

P-2-1-1-17 (34 accesses, 191ns)

(= [ = ] = I

Time in ns
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Cache eviction strategies: lllustration

P-1-1-1-17 (17 accesses, 307ns)

Miss
= - | =

P-2-1-1-17 (34 accesses, 191ns)

L= [ = i = I

Time in ns
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Cache eviction strategies: lllustration

P-1-1-1-17 (17 accesses, 307ns)

Miss
= - | =

P-2-1-1-17 (34 accesses, 191ns)

L= [ i = B

Time in ns
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Cache eviction strategies: lllustration

P-1-1-1-17 (17 accesses, 307ns)

Miss
= = =] = |

P-2-1-1-17 (34 accesses, 191ns)

L= [ = i = i

Time in ns
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Cache eviction strategies: lllustration

P-1-1-1-17 (17 accesses, 307ns)

Miss
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P-2-1-1-17 (34 accesses, 191ns)
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Cache eviction strategies: lllustration

P-1-1-1-17 (17 accesses, 307ns)

Miss
= = =] = |

P-2-1-1-17 (34 accesses, 191ns)

L= [ i = i

Time in ns
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Cache eviction strategies: lllustration

P-1-1-1-17 (17 accesses, 307ns)

Miss
= = =] = |

P-2-1-1-17 (34 accesses, 191ns)

S

Time in ns
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Cache eviction strategies: lllustration

P-1-1-1-17 (17 accesses, 307ns)

Miss Miss
‘ 11111111 ‘ (intended) H LD ‘ LD ‘ LD ‘

P-2-1-1-17 (34 accesses, 191ns)

Lo [ i =

Time in ns

38 Daniel Gruss, Graz University of Technology
July 27, 2017



www.tugraz.at m

Cache eviction strategies: lllustration

P-1-1-1-17 (17 accesses, 307ns)

Miss Miss
== =]~ ~-]

P-2-1-1-17 (34 accesses, 191ns)

Lo [ i = B = |

Time in ns
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Cache eviction strategies: lllustration

P-1-1-1-17 (17 accesses, 307ns)

Miss Miss
([ = [ =] =] =

P-2-1-1-17 (34 accesses, 191ns)

L= [ i = A = |

Time in ns
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38 Daniel Gruss, Graz University of Technology
July 27, 2017



www.tugraz.at m
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Cache eviction strategies: lllustration
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Cache eviction strategies: lllustration

P-1-1-1-17 (17 accesses, 307ns)

Miss Miss
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P-2-1-1-17 (34 accesses, 191ns)
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Cache eviction strategies: lllustration

P-1-1-1-17 (17 accesses, 307ns)

‘ m’:‘r“fw) ‘ “"I':;;sed) H Miss ‘ Miss ‘ Miss H Miss ‘ Miss ‘

P-2-1-1-17 (34 accesses, 191ns)

Lo [ i = B = fi

Time in ns
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Cache eviction strategies: lllustration

P-1-1-1-17 (17 accesses, 307ns)
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P-2-1-1-17 (34 accesses, 191ns)
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P-1-1-1-17 (17 accesses, 307ns)
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Execution time vs. bit flips
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OO 1,000 2,000 3,000 4,000 5,000 6,000
Execution time in ns

— low execution time is better.
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Eviction rate vs. bit flips

20 .
15| -
n .
2
= 10F 1
m .
H*
5 : L] L] .I L] L X 1] ;
98.0% 98.5% 99.0% 99.5% 100%

Eviction rate

— high eviction rate is better. Average: 73.96%.

40 Daniel Gruss, Graz University of Technology
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Eviction strategies on Haswell

www.tugraz.at m

Table: The fastest 5 eviction strategies with an eviction rate above 99.75%
compared to c1flush and LRU eviction on Haswell.

Daniel Gruss, Graz University of Technology

July 27, 2017

C D L S Accesses Hits Misses Time (ns) Eviction
- - - - - 2 2 60 99.9999%
5 2 2 18 90 34 4 179 99.9624%
2 2 1 17 64 35 5 180 99.9820%
2 1 1 17 34 47 5 191 99.8595%
6 2 2 18 108 34 5 216 99.9365%
1 1 1 17 17 96 13 307 74.4593%
4 2 2 20 80 41 23 329 99.7800%
1 1 1 20 20 187 78 934 99.8200%
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Evaluation on Haswell

— clflush ~ —— Evict (Native) ~ —— Evict (JavaScript) L

avantiiil

10 15 20 25 30 35 40 45 50 55 60 65 70

Refresh interval in pus (BIOS configuration)

Figure: Number of bit flips within 15 minutes.
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L 104
=
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m
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100 i
0 5
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#3 Hammering with non-temporal accesses

= non-temporal accesses: data accessed just once, not in the future
= NTA instructions — bypass cache to minimize cache pollution

43 Daniel Gruss, Graz University of Technology
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#3 Hammering with non-temporal accesses

non-temporal accesses: data accessed just once, not in the future

NTA instructions — bypass cache to minimize cache pollution
NT stores to 1 address are combined at WC buffer

only last write goes to DRAM — rate not sufficient
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#3 Hammering with non-temporal accesses

non-temporal accesses: data accessed just once, not in the future

NTA instructions — bypass cache to minimize cache pollution
NT stores to 1 address are combined at WC buffer

only last write goes to DRAM — rate not sufficient
= following cached access to same address

43 Daniel Gruss, Graz University of Technology
July 27, 2017
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#3 Hammering with non-temporal accesses

begin:
movnti jeax, (X)
movnti Y%eax, (Y)
mov %eax, (X)
mov Yeax, (Y)
jmp begin

14 Daniel Gruss, Graz University of Technology
July 27, 2017
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#4 Hammering with uncached memory

Sometimes, everything fails,
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#4 Hammering with uncached memory

Sometimes, everything fails, e.g., on mobile devices

= ARMV7 flush instruction is privileged
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#4 Hammering with uncached memory

Sometimes, everything fails, e.g., on mobile devices

= ARMV7 flush instruction is privileged
= cache eviction seems to be too slow
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#4 Hammering with uncached memory

Sometimes, everything fails, e.g., on mobile devices

= ARMvV7 flush instruction is privileged
= cache eviction seems to be too slow
= ARMv8 non-temporal stores are still cached in practice

45 Daniel Gruss, Graz University of Technology
July 27, 2017
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#4 Hammering with uncached memory

= |[ON: memory management since Android 4.0
= apps can use /dev/ion for uncached, physically contiguous memory
= no privilege and no permission needed

46 Daniel Gruss, Graz University of Technology
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How do we target accesses?

47 Daniel Gruss, Graz University of Technology
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Physical addresses and DRAM

fixed map: physical addresses — DRAM cells

undocumented for Intel

reverse-engineering for Sandy Bridge (Seaborn 2015)

and by us for Sandy, Ivy, Haswell, Skylake, ... (Pessl et al. 2016)

using the timing difference between row hits and row conflicts

48 Daniel Gruss, Graz University of Technology
July 27, 2017



How do | reverse my own DRAM?

) https://github.com/IAIK/DRAMA

taskset 0x4 sudo ./measure -p 0.5 -s 16

# taskset core for stability

# sudo for pagemap access

# -p 0.5 allocate 50% of memory, the more the better
# -s I expect at least 16 sets (I have 32)

Daniel Gruss, Graz University of Technology
July 27, 2017
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How do | flip bits?

() https://github.com/IAIK/rowhammerjs
Copy functions from measure result

make ivy # or your microarchitecture
sudo ./rowhammer-ivy -d 2

# sudo for pagemap

# -d 2, for 2 DIMMs

sudo ./rowhammer-ivy -d 2 -f 0

# -f 0, only test offset O of every row

50 Daniel Gruss, Graz University of Technology
July 27, 2017



File Edit View Search Terminal Help

daniel@lava / % cd /drama
daniel@lava /drama git -[master] % cdf

Rowhammer Demo
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3. How to exploit bit flips?

52 Daniel Gruss, Graz University of Technology
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How to exploit random bit flips?

= They are not random — highly reproducible flip pattern!

1. choose a data structure that you can place at arbitrary memory
locations

2. scan for “good” flips
. place data structure there
4. trigger bit flip again

w

53 Daniel Gruss, Graz University of Technology
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Strategy: Modify instructions

= idea from Seaborn and Dullien 2015
= x86 op codes are variable length

= unsafe op codes (syscall) € safe but long multi-byte op codes
= only a problem with jumps to arbitrary addresses

= flip a bit in a validated NaCl instruction sequence

» safe + validated jump — arbitrary jump

54 Daniel Gruss, Graz University of Technology
July 27, 2017



www.tugraz.at m

Page Table Entries

P IRWUSWTIUC|R | D | S |G
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Page Table Entries

P IRWIUS|WTIUC|R | D | S| G| Ignored

Ignored X
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Page Table Entries

P IRWIUS|WTIUC|R | D | S| G| Ignored
Dhyveirnnl o¥a Ta) l\lllmha
FryotcCal ra Ci

HGI‘ 1IN
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Page Table Entries

P IRWIUS|WTIUC|R | D | S| G| Ignored
Dhyveirnnl o¥a Ta) Limhaoar
- HyotCalr ragc Noiioc

Each 4 KB page table consists of 512 such entries

55 Daniel Gruss, Graz University of Technology
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Page Table Manipulation
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Page Table Manipulation

r User Page
0x7000 — Ox7FFF | - - - - - PTE7 R User Page
N 7z
\ . 7
0x6000 — OX6FFF - — - - — | PTE6 | » .7 ,/ User Page
\/\ -3 , /
0x5000 — Ox5FFF - - - - = PTES ¢~ 7 User Page
\\ N , ,
0x4000 — OX4FFF - - - - | PTE4 - Y _-#  UserPage
3352 : a
0x3000 — 0x3FFF | - - - - | PTE3 -7 . '\.7 =  UserPage
7 [VRA
/ \
0x2000 — 0x2FFF | - - - - | PTE2 RN Kernel Page
s \
7 \ \
0%1000 — Ox1FFF | ----+ PTE1 |~ ‘.~ Page Table
_-=7T 0
0x0 — OxFFF [ ---- + PTEO ~~ ‘Y User Page
\
¥ User Page
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Page Table Manipulation

r User Page
0x7000 — Ox7FFF | - - - - - PTE7 R User Page
} -
\ . 7
0x6000 — OX6FFF - — - - — | PTE6 | » .7 ,/ User Page
\/\ -3 , /
0x5000 — Ox5FFF - - - - = PTES ¢~ 7 User Page
\\ N , ,
0x4000 — OX4FFF - - - - - - PTE4 - _ 1\2\ o User Page
;=<2 :
0x3000 — 0x3FFF |- - - - - - PTE3 ;7 '\ 73  UserPage
’ N
v 27
0x2000 — Ox2FFF |- - - - - - PTE2 LN Kernel Page
- \
- [N
0x1000 — Ox1FFF [----+ PTE1 ¢~ »\<| Page Table
_-=7T 0
0x0 — OxFFF |- - - - - PTEO ~~ ‘Y  User Page
\
¥ User Page
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Page Table Manipulation

r User Page
0x7000 — Ox7FFF | - - - - - PTE7 [ e i A User Page
0x6000 — OX6FFF |- - - - - - PTE6 \\\/ L7 /// User Page
0x5000 — OXEFFF - - - - - - PTES )\/\\‘\ // User Page

p
0x4000 — Ox4FFF | - - - - | PTE4 |- ‘\1‘21/\ -+ UserPage
0x3000 — 0x3FFF - - - - - PTE3 ’/ 3 2 >‘?\\: T User Page
0x2000 — Ox2FFF - - - - - | PTE2 | \\::\_ _»| Kernel Page
0x1000 — Ox1FFF | -~~~ PTE1 H-"" \:\:‘1 »|  Page Table
-7 \

0x0 — OxFFF |- - - - | PTEO [~~~ ¥ User Page
R User Page
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Search for page with flip

Row 0 Row 23

Hammering memory locations in different rows
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Search for page with flip

Row 0 Row 23

Hammering memory locations in different rows
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Release page with flip

Row 23

Row 0
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Release page with flip

Row 23

Row 0
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Fill all remaining memory with page tables

Row 23

Row 0
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Fill all remaining memory with page tables

Row 23

Row 0




Page Table Manipulation
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Strategy: Flipping Page Table PPN bits

1. scan for flips
2. exhaust or massage memory to place a page table at target location
3. gain access to your own page table — kernel privileges

61 Daniel Gruss, Graz University of Technology
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Flipping Page Table PPN bits

= idea from Seaborn and Dullien 2015
= same idea applied in several other works:

= Rowhammer.js (Gruss, Maurice, and Mangard 2016)
= One bit flips, one cloud flops (Xiao et al. 2016)
= Drammer (Veen et al. 2016)

62 Daniel Gruss, Graz University of Technology
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Post-Rowhammer Exploitation

= scan entire physical memory (very fast) and:

= modify binary pages executed in root privileges (Xiao et al. 2016)
= modify credential structs (Veen et al. 2016)

= read keys (Xiao et al. 2016)

= corrupt RSA signatures (Bhattacharya et al. 2016)

» modify certificates

= configurations

= etc.

= pages are pretty unique: 32768 bits per page

63 Daniel Gruss, Graz University of Technology
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3. How to exploit bit flips?
— Page Deduplication Attacks

64 Daniel Gruss, Graz University of Technology
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Yet another cache: Linux page cache

= Files buffered page-wise in “page cache”
= Lower access time for frequently accessed data

65 Daniel Gruss, Graz University of Technology
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Yet another cache: Linux page cache

= Files buffered page-wise in “page cache”

= Lower access time for frequently accessed data
= Use up all the memory

= Pages are freed on demand

= Deduplicate pages (copy-on-write)

65 Daniel Gruss, Graz University of Technology
July 27, 2017
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Virtual Address Space

Physical Address Space
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Virtual Address Space
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Virtual Address Space
Process A
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Physical Address Space
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Virtual Address Space
Process A

[ 1 [ |

Physical Address Space
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Copy-on-Write

Virtual Address Space
Process A

Physical Address Space
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Virtual Address Space
Process A

I I O I

Physical Address Space
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Virtual Address Space
Process A Process B

fork

I I O I

Physical Address Space
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Virtual Address Space
Process A Process B

I I O I

Physical Address Space
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Virtual Address Space
Process A Process B

[ [ |

Physical Address Space
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Copy-on-Write

Virtual Address Space
Process A Process B

[ [ [ T [ |

Physical Address Space
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Copy-on-Write

Virtual Address Space
Process A Process B

[ [ [ T [ |

Physical Address Space
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Copy-on-Write

Virtual Address Space
Process A Process B

Process B tries to write

[ [ [ T [ |

Physical Address Space
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Copy-on-Write

Virtual Address Space
Process A Process B

Process B tries to write

copy

[ [ [ T [ |

Physical Address Space
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Virtual Address Space
Process A Process B

\N(\\e

1 [ [ [ [ |

Physical Address Space
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Write vs. Copy-on-Write

= Regular write access <0.2us
= Write access with copy-on-write pagefault > 3.0us
= Clearly distinguishable

67 Daniel Gruss, Graz University of Technology
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Page Deduplication

Virtual Address Space
Process A Process B

[ [ 1 [ |

Physical Address Space
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Page Deduplication

Virtual Address Space
Process A Process B

Processes started
independently

[ [ 1 [ |

Physical Address Space
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Virtual Address Space
Process A Process B

[ [ 1 [ |

Physical Address Space
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Page Deduplication

Virtual Address Space
Process A Process B

Physical Address Space
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Page Deduplication

Virtual Address Space
Process A Process B
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Physical Address Space
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Virtual Address Space
Process A Process B

[ [ 1 [ |
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Page Deduplication

Virtual Address Space
Process A Process B

Deduplication
Thread

[ [ 1 [ |

Physical Address Space
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Page Deduplication

Virtual Address Space
Process A Process B

Deduplication
Thread

Q Q
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Physical Address Space
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Process A

Virtual Address Space

Deduplication
Thread

Process B
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Process A

Virtual Address Space
Process B
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Thread
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Process A

Virtual Address Space
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Page Deduplication

Virtual Address Space
Process A Process B

Deduplication
Thread
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Page Deduplication

Virtual Address Space
Process A Process B

Deduplication
Thread
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Deduplication
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Page Deduplication

Virtual Address Space
Process A Process B

Deduplication
Thread

LA

Done!
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Page Deduplication

Virtual Address Space
Process A Process B

Deduplication
Thread

Q Q

[ [ [ T [ |

Physical Address Space
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Page Deduplication (without fork)

= Deduplication between processes:

1. in same OS instance (Android, Windows)
2. in different VMs (KVM, VMWare, ...)
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Page Deduplication (without fork)

= Deduplication between processes:

1. in same OS instance (Android, Windows)
2. in different VMs (KVM, VMWare, ...)

= Code pages, data pages - even kernel pages
= Time until deduplication 2-45 minutes

= depends on system configuration

Daniel Gruss, Graz University of Technology
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Page Deduplication Attack

Attacker Virtual Address Space Benign
Process A Process B

[ 1 [ T [ |

Physical Address Space
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Page Deduplication Attack

Attacker
Process A

Virtual Address Space Benign
Process B
Attacker generates
a page suspected
in process B
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Page Deduplication Attack

Attacker Virtual Address Space Benign
Process A Process B
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Physical Address Space
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Page Deduplication Attack

Attacker Virtual Address Space Benign
Process A Process B

Attacker waits
for deduplication

L I [ [ [ [ |

Physical Address Space
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Page Deduplication Attack

Attacker Virtual Address Space Benign
Process A Process B

Attacker waits
for deduplication

t=time();
plo]l =plo0];
A=time() - t;

L I [ [ [ [ |

Physical Address Space
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Page Deduplication Attack

Attacker Virtual Address Space Benign
ProcessA 4 Process B
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Page Deduplication Attack

Attacker Virtual Address Space Benign
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Page Deduplication Attack
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Page Deduplication Attack
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Strategy: Flipping in Deduplicated Pages

1. scan for flips
2. place content for deduplication so that flip can be exploited
3. perform the bit change through Rowhammer

70 Daniel Gruss, Graz University of Technology
July 27, 2017
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Flipping in Deduplicated Pages

= jdea from Bosman et al. 2016

= change data type (double — pointer)
= change pointer to good object — counterfeit object

= and from Razavi et al. 2016

= corrupt authorized SSH keys
= corrupt Debian update URLs + RSA public key file

73 Daniel Gruss, Graz University of Technology
July 27, 2017
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4. How to mitigate Rowhammer?

74 Daniel Gruss, Graz University of Technology
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Mitigations

Different mitigations have been proposed:

= detection vs prevention
= software vs hardware
= short-term vs long-term

75 Daniel Gruss, Graz University of Technology
July 27, 2017



www.tugraz.at m

Quick fixes

= no clflush instruction
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Quick fixes

= no c1lflush instruction —
Rowhammer.js

= increase the refresh rate

— would need to be increased
by 7x to eliminate all bit flips

— implementation: increased
by 2x by BIOS vendors
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What about ECC?

= ECC protection: server can handle or correct single bit errors
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What about ECC?

= ECC protection: server can handle or correct single bit errors
= no standard for event reporting
= in practice (Lanteigne 2016)

= common: server counts ECC errors and report only if they reach a
threshold (e.g., > 100 bit flips / hour)

= some server vendors never report errors to the OS

= one server did not even halt when bit flips were non-correctable

77 Daniel Gruss, Graz University of Technology
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Detecting Rowhammer attacks

= Rowhammer: lots of cache misses that can be monitored with

hardware performance counters (Herath et al. 2015; Gruss, Maurice,

Wagner, et al. 2016; Chiappetta et al. 2015; Payer 2016)
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Preventing Rowhammer attacks in hardware (1/3)

Original ideas from Kim et al. 2014

= making better DRAM chips that are not vulnerable,
= using error correcting codes (ECC)

increasing the refresh rate

remapping/retiring faulty cells after manufacturing

identifying hammered rows at runtime and refreshing neighbors

79 Daniel Gruss, Graz University of Technology
July 27, 2017



www.tugraz.at m

Preventing Rowhammer attacks in hardware (1/3)

Original ideas from Kim et al. 2014

= making better DRAM chips that are not vulnerable,
= using error correcting codes (ECC)
= increasing the refresh rate
= remapping/retiring faulty cells after manufacturing
= identifying hammered rows at runtime and refreshing neighbors
— expensive, performance overhead, or increased power consumption
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Preventing Rowhammer attacks in hardware (2/3)

PARA - Probabilistic Adjacent Row Activation (Kim et al. 2014)

= one row closed — one adjacent row opened with low probability p
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= implementation at the memory controller level
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Preventing Rowhammer attacks in hardware (2/3)

PARA - Probabilistic Adjacent Row Activation (Kim et al. 2014)

= one row closed — one adjacent row opened with low probability p

Rowhammer: one row opened and closed a high number of times Ny,

statistically, neighbor rows are refreshed — no bit flip

implementation at the memory controller level

advantage: stateless — not expensive

for p = 0.001 and Ny, = 100K, experiencing one error in one year has
a probability 9.4 x 104

Daniel Gruss, Graz University of Technology
July 27, 2017
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Target Row Refresh (TRR)

= counter per row

= increment neighbor rows
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hammer_

= refresh when counter reaches a
threshold hammer
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Preventing Rowhammer attacks in software

“nohammer” kernel module Corbet 2016

= refresh rate of 8 ms would prevent
Rowhammer on most systems

= use PMC to measure cache misses per

64 ms interval

= |imit cache miss rate to 1/8 of maximum
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Preventing Rowhammer attacks in software

MASCAT - Stopping Microarchitectural Attacks Before Execution
(Irazoqui et al. 2016)

= static analysis of the binary
= detect suspicious instruction sequences (c1flush, rdtsc, fences, ...)
= open problem: false positives

83 Daniel Gruss, Graz University of Technology
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Preventing Rowhammer attacks in software

ANVIL (Aweke et al. 2016)

= uses performance counters to
detect rowhammer

hammer

= activate rows neighbor rows to
prevent flips hammer

= similar as PARA, but in software

84 Daniel Gruss, Graz University of Technology
July 27, 2017



www.tugraz.at m

Preventing Rowhammer attacks in software

ANVIL (Aweke et al. 2016)

= uses performance counters to
detect rowhammer refresh_|

| hammer

= activate rows neighbor rows to efresh ———]
prevent flips ———— hammer

= similar as PARA, but in software

refresh_|
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Preventing Rowhammer attacks in software

= B-CATT: disable vulnerable physical memory (Brasser et al. 2016)

= G-CATT: isolate security domains in physical memory based on
potential vulnerability (Brasser et al. 2016)

B-CATT G-CATT
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5. Conclusion
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Conclusion

= Rowhammer attacks are easy to mount
= works on most systems (if you know the DRAM mapping)
= most countermeasures are too expensive or ineffective

87 Daniel Gruss, Graz University of Technology
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| want to try!

) https://github.com/IAIK/DRAMA
Reverse-engineering tool for DRAM addressing

€) https://github.com/IAIK/rowhammerjs
Adaptation of double-sided hammering + hammering in JavaScript

) https://github.com/IAIK/armageddon
libflush provides performant eviction strategies

€) https://github.com/vusec/drammer
Hammering with ION on ARM

88 Daniel Gruss, Graz University of Technology
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