
Microarchitectural Attacks and Beyond

Daniel Gruss

February 21, 2019

Graz University of Technology

1 Daniel Gruss — Graz University of Technology



Side-Channel Attacks www.tugraz.at

• Bug-free software does not mean safe execution

• Information leaks due to underlying hardware

• Exploit leakage through side-effects

Power consumption Execution time CPU caches

2 Daniel Gruss — Graz University of Technology



Side-Channel Attacks www.tugraz.at

• Bug-free software does not mean safe execution

• Information leaks due to underlying hardware

• Exploit leakage through side-effects

Power consumption Execution time CPU caches

2 Daniel Gruss — Graz University of Technology



Side-Channel Attacks www.tugraz.at

• Bug-free software does not mean safe execution

• Information leaks due to underlying hardware

• Exploit leakage through side-effects

Power consumption Execution time CPU caches

2 Daniel Gruss — Graz University of Technology



Side-Channel Attacks www.tugraz.at

• Bug-free software does not mean safe execution

• Information leaks due to underlying hardware

• Exploit leakage through side-effects

Power consumption Execution time CPU caches

2 Daniel Gruss — Graz University of Technology



Architecture and Microarchitecture www.tugraz.at

• Instruction Set Architecture (ISA) is an abstract model of a

computer (x86, ARMv8, SPARC, . . . )

• Interface between hardware and software

• Microarchitecture is an ISA implementation

3 Daniel Gruss — Graz University of Technology



Architecture and Microarchitecture www.tugraz.at

• Instruction Set Architecture (ISA) is an abstract model of a

computer (x86, ARMv8, SPARC, . . . )

• Interface between hardware and software

• Microarchitecture is an ISA implementation

3 Daniel Gruss — Graz University of Technology



Architecture and Microarchitecture www.tugraz.at

• Instruction Set Architecture (ISA) is an abstract model of a

computer (x86, ARMv8, SPARC, . . . )

• Interface between hardware and software

• Microarchitecture is an ISA implementation

3 Daniel Gruss — Graz University of Technology



Architecture and Microarchitecture www.tugraz.at

• Instruction Set Architecture (ISA) is an abstract model of a

computer (x86, ARMv8, SPARC, . . . )

• Interface between hardware and software

• Microarchitecture is an ISA implementation

3 Daniel Gruss — Graz University of Technology



Microarchitectural Elements www.tugraz.at

• Modern CPUs contain multiple microarchitectural elements

Caches and buffer Predictor

• Transparent for the programmer

• Timing optimizations → side-channel leakage

4 Daniel Gruss — Graz University of Technology



Microarchitectural Elements www.tugraz.at

• Modern CPUs contain multiple microarchitectural elements

Caches and buffer Predictor

• Transparent for the programmer

• Timing optimizations → side-channel leakage

4 Daniel Gruss — Graz University of Technology



Microarchitectural Elements www.tugraz.at

• Modern CPUs contain multiple microarchitectural elements

Caches and buffer Predictor

• Transparent for the programmer

• Timing optimizations → side-channel leakage

4 Daniel Gruss — Graz University of Technology



Microarchitectural Elements www.tugraz.at

• Modern CPUs contain multiple microarchitectural elements

Caches and buffer Predictor

• Transparent for the programmer

• Timing optimizations → side-channel leakage

4 Daniel Gruss — Graz University of Technology



Microarchitectural Attacks www.tugraz.at

1996 2004 2006 2009 2011

2013

2014 2015

5 Daniel Gruss — Graz University of Technology



Microarchitectural Attacks www.tugraz.at

1996

2004 2006 2009 2011

2013

2014 2015

5 Daniel Gruss — Graz University of Technology



Microarchitectural Attacks www.tugraz.at

1996 2004

2006 2009 2011

2013

2014 2015

5 Daniel Gruss — Graz University of Technology



Microarchitectural Attacks www.tugraz.at

1996 2004 2006

2009 2011

2013

2014 2015

5 Daniel Gruss — Graz University of Technology



Microarchitectural Attacks www.tugraz.at

1996 2004 2006 2009

2011

2013

2014 2015

5 Daniel Gruss — Graz University of Technology



Microarchitectural Attacks www.tugraz.at

1996 2004 2006 2009 2011

2013

2014 2015

5 Daniel Gruss — Graz University of Technology



Microarchitectural Attacks www.tugraz.at

1996 2004 2006 2009 2011

2013

2014 2015

5 Daniel Gruss — Graz University of Technology



Microarchitectural Attacks www.tugraz.at

1996 2004 2006 2009 2011

2013

2014 2015

5 Daniel Gruss — Graz University of Technology



Microarchitectural Attacks www.tugraz.at

1996 2004 2006 2009 2011

2013

2014

2015

5 Daniel Gruss — Graz University of Technology



Microarchitectural Attacks www.tugraz.at

1996 2004 2006 2009 2011

2013

2014

2015

5 Daniel Gruss — Graz University of Technology



Microarchitectural Attacks www.tugraz.at

1996 2004 2006 2009 2011

2013 2014

2015

5 Daniel Gruss — Graz University of Technology



Microarchitectural Attacks www.tugraz.at

1996 2004 2006 2009 2011

2013 2014

2015

5 Daniel Gruss — Graz University of Technology



Microarchitectural Attacks www.tugraz.at

1996 2004 2006 2009 2011

2013 2014

2015

5 Daniel Gruss — Graz University of Technology



Microarchitectural Attacks www.tugraz.at

1996 2004 2006 2009 2011

2013 2014

2015

5 Daniel Gruss — Graz University of Technology



Microarchitectural Attacks www.tugraz.at

1996 2004 2006 2009 2011

2013 2014 2015

5 Daniel Gruss — Graz University of Technology



Microarchitectural Attacks www.tugraz.at

1996 2004 2006 2009 2011

2013 2014 2015

5 Daniel Gruss — Graz University of Technology



Microarchitectural Attacks www.tugraz.at

2016 2017 2018

6 Daniel Gruss — Graz University of Technology



Microarchitectural Attacks www.tugraz.at

2016

2017 2018

6 Daniel Gruss — Graz University of Technology



Microarchitectural Attacks www.tugraz.at

2016 2017

2018

6 Daniel Gruss — Graz University of Technology



Microarchitectural Attacks www.tugraz.at

2016 2017 2018

6 Daniel Gruss — Graz University of Technology



CPU Cache www.tugraz.at

7 Daniel Gruss — Graz University of Technology



CPU Cache www.tugraz.at

7 Daniel Gruss — Graz University of Technology



CPU Cache www.tugraz.at

7 Daniel Gruss — Graz University of Technology



CPU Cache www.tugraz.at

7 Daniel Gruss — Graz University of Technology



CPU Cache www.tugraz.at

7 Daniel Gruss — Graz University of Technology



CPU Cache www.tugraz.at

7 Daniel Gruss — Graz University of Technology



CPU Cache www.tugraz.at

7 Daniel Gruss — Graz University of Technology



CPU Cache www.tugraz.at

7 Daniel Gruss — Graz University of Technology



Flush+Reload www.tugraz.at

8 Daniel Gruss — Graz University of Technology



Flush+Reload www.tugraz.at

8 Daniel Gruss — Graz University of Technology



Flush+Reload www.tugraz.at

8 Daniel Gruss — Graz University of Technology



Flush+Reload www.tugraz.at

8 Daniel Gruss — Graz University of Technology



Flush+Reload www.tugraz.at

8 Daniel Gruss — Graz University of Technology



Flush+Reload www.tugraz.at

8 Daniel Gruss — Graz University of Technology



Flush+Reload www.tugraz.at

8 Daniel Gruss — Graz University of Technology



Flush+Reload www.tugraz.at

8 Daniel Gruss — Graz University of Technology



Memory Access Latency www.tugraz.at

50 100 150 200 250 300 350 400

101

104

107

Access time [CPU cycles]

N
u

m
b

er
of

ac
ce

ss
es

Cache Hits

9 Daniel Gruss — Graz University of Technology



Memory Access Latency www.tugraz.at

50 100 150 200 250 300 350 400

101

104

107

Access time [CPU cycles]

N
u

m
b

er
of

ac
ce

ss
es

Cache Hits Cache Misses

9 Daniel Gruss — Graz University of Technology



Cache Template Attack Demo



Cache Template www.tugraz.at
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Attacking a weak RSA implementation inside SGX www.tugraz.at

Raw Prime+Probe trace...1

1Michael Schwarz et al. Malware Guard Extension: Using SGX to Conceal Cache Attacks. In:

DIMVA. 2017.
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Attacking a weak RSA implementation inside SGX www.tugraz.at

...processed with a simple moving average...1

1Michael Schwarz et al. Malware Guard Extension: Using SGX to Conceal Cache Attacks. In:

DIMVA. 2017.
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Attacking a weak RSA implementation inside SGX www.tugraz.at

...allows to clearly see the bits of the exponent1

1 1 1 00 1 1 1 01 1 1 00000001 000 1 0 1 00 1 1 00 1 1 01 1 1 1 1 0 1 1 1 1 0 1 000 1 00 1 1 1 0 1 000 1 1 1 0000 1 1 1

1Michael Schwarz et al. Malware Guard Extension: Using SGX to Conceal Cache Attacks. In:

DIMVA. 2017.
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Write vs. Copy-on-Write www.tugraz.at

• Regular write access < 0.2µs

• Write access with copy-on-write pagefault > 3.0µs

• Clearly distinguishable
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Page Deduplication (without fork) www.tugraz.at

• Deduplication between processes:

1. in same OS instance (Android, Windows)

2. in different VMs (KVM, VMWare, ...)

• Code pages, data pages - even kernel pages

• Time until deduplication 2-45 minutes

• depends on system configuration

17 Daniel Gruss — Graz University of Technology



Page Deduplication (without fork) www.tugraz.at

• Deduplication between processes:

1. in same OS instance (Android, Windows)

2. in different VMs (KVM, VMWare, ...)

• Code pages, data pages - even kernel pages

• Time until deduplication 2-45 minutes

• depends on system configuration

17 Daniel Gruss — Graz University of Technology



Page Deduplication Attack www.tugraz.at

Virtual Address SpaceAttacker
Process A

Physical Address Space

Benign
Process B

18 Daniel Gruss — Graz University of Technology



Page Deduplication Attack www.tugraz.at

Virtual Address SpaceAttacker
Process A

Physical Address Space

Attacker generates a page
suspected in process B

Benign
Process B

18 Daniel Gruss — Graz University of Technology



Page Deduplication Attack www.tugraz.at

Virtual Address SpaceAttacker
Process A

Physical Address Space

Benign
Process B

18 Daniel Gruss — Graz University of Technology



Page Deduplication Attack www.tugraz.at

Virtual Address SpaceAttacker
Process A

Physical Address Space

Benign
Process B

Attacker waits
for deduplication

18 Daniel Gruss — Graz University of Technology



Page Deduplication Attack www.tugraz.at

Virtual Address SpaceAttacker
Process A

Physical Address Space

Benign
Process B

Attacker waits
for deduplication

t = time();
p[0] = p[0];
∆ = time() - t;

18 Daniel Gruss — Graz University of Technology



Page Deduplication Attack www.tugraz.at

Virtual Address SpaceAttacker
Process A

Physical Address Space

Benign
Process B

m
easu

re
∆

∆
in

µ
s

Time

0

4

18 Daniel Gruss — Graz University of Technology



Page Deduplication Attack www.tugraz.at

Virtual Address SpaceAttacker
Process A

Physical Address Space

Benign
Process B

m
easu

re
∆

∆
in

µ
s

Time

0

4

18 Daniel Gruss — Graz University of Technology



Page Deduplication Attack www.tugraz.at

Virtual Address SpaceAttacker
Process A

Physical Address Space

Benign
Process B

m
easu

re
∆

∆
in

µ
s

Time

0

4

18 Daniel Gruss — Graz University of Technology



Page Deduplication Attack www.tugraz.at

Virtual Address SpaceAttacker
Process A

Physical Address Space

Benign
Process B

m
easu

re
∆

∆
in

µ
s

Time

0

4

18 Daniel Gruss — Graz University of Technology



Page Deduplication Attack www.tugraz.at

Virtual Address SpaceAttacker
Process A

Physical Address Space

Benign
Process B

m
easu

re
∆

∆
in

µ
s

Time

0

4

18 Daniel Gruss — Graz University of Technology



Page Deduplication Attack www.tugraz.at

Virtual Address SpaceAttacker
Process A

Physical Address Space

Benign
Process B

m
easu

re
∆

∆
in

µ
s

Time

0

4

18 Daniel Gruss — Graz University of Technology



Page Deduplication Attack www.tugraz.at

Virtual Address SpaceAttacker
Process A

Physical Address Space

Benign
Process B

m
easu

re
∆

∆
in

µ
s

Time

0

4

18 Daniel Gruss — Graz University of Technology



Page Deduplication Attack www.tugraz.at

Virtual Address SpaceAttacker
Process A

Physical Address Space

Benign
Process B

m
easu

re
∆

∆
in

µ
s

Time

0

4

18 Daniel Gruss — Graz University of Technology



Page Deduplication Attack www.tugraz.at

Virtual Address SpaceAttacker
Process A

Physical Address Space

Benign
Process B

m
easu

re
∆

∆
in

µ
s

Time

0

4

18 Daniel Gruss — Graz University of Technology



Page Deduplication Attack www.tugraz.at

Virtual Address SpaceAttacker
Process A

Physical Address Space

Benign
Process B

m
easu

re
∆

∆
in

µ
s

Time

0

4

18 Daniel Gruss — Graz University of Technology



Page Deduplication Attack www.tugraz.at

Virtual Address SpaceAttacker
Process A

Physical Address Space

Benign
Process B

m
easu

re
∆

∆
in

µ
s

Time

0

4

18 Daniel Gruss — Graz University of Technology



Page Deduplication Attack www.tugraz.at

Virtual Address SpaceAttacker
Process A

Physical Address Space

Benign
Process B

m
easu

re
∆

∆
in

µ
s

Time

0

4

18 Daniel Gruss — Graz University of Technology



Page Deduplication Attack www.tugraz.at

Virtual Address SpaceAttacker
Process A

Physical Address Space

Benign
Process B

m
easu

re
∆

∆
in

µ
s

Time

0

4

18 Daniel Gruss — Graz University of Technology



Page Deduplication Attack www.tugraz.at

Virtual Address SpaceAttacker
Process A

Physical Address Space

Benign
Process B

m
easu

re
∆

∆
in

µ
s

Time

0

4

18 Daniel Gruss — Graz University of Technology



Page Deduplication Attack www.tugraz.at

Virtual Address SpaceAttacker
Process A

Physical Address Space

Benign
Process B

m
easu

re
∆

∆
in

µ
s

Time

0

4

18 Daniel Gruss — Graz University of Technology



Page Deduplication Attack www.tugraz.at

Virtual Address SpaceAttacker
Process A

Physical Address Space

Benign
Process B

m
easu

re
∆

∆
in

µ
s

Time

0

4

18 Daniel Gruss — Graz University of Technology



Page Deduplication Attack www.tugraz.at

Virtual Address SpaceAttacker
Process A

Physical Address Space

Benign
Process B

m
easu

re
∆

∆
in

µ
s

Time

0

4

18 Daniel Gruss — Graz University of Technology



Page Deduplication Attack www.tugraz.at

Virtual Address SpaceAttacker
Process A

Physical Address Space

Benign
Process B

m
easu

re
∆

∆
in

µ
s

Time

0

4

18 Daniel Gruss — Graz University of Technology



Page Deduplication Attack www.tugraz.at

Virtual Address SpaceAttacker
Process A

Physical Address Space

Benign
Process B

m
easu

re
∆

∆
in

µ
s

Time

0

4

6=

18 Daniel Gruss — Graz University of Technology



Page Deduplication Attack www.tugraz.at

Virtual Address SpaceAttacker
Process A

Physical Address Space

Benign
Process B

m
easu

re
∆

∆
in

µ
s

Time

0

4

6=

18 Daniel Gruss — Graz University of Technology



Page Deduplication Attack www.tugraz.at

Virtual Address SpaceAttacker
Process A

Physical Address Space

Benign
Process B

m
easu

re
∆

∆
in

µ
s

Time

0

4

6=

18 Daniel Gruss — Graz University of Technology



Page Deduplication Attack www.tugraz.at

Virtual Address SpaceAttacker
Process A

Physical Address Space

Benign
Process B

m
easu

re
∆

∆
in

µ
s

Time

0

4

6=

18 Daniel Gruss — Graz University of Technology



Page Deduplication Attack www.tugraz.at

Virtual Address SpaceAttacker
Process A

Physical Address Space

Benign
Process B

m
easu

re
∆

∆
in

µ
s

Time

0

4

6=

18 Daniel Gruss — Graz University of Technology



Page Deduplication Attack www.tugraz.at

Virtual Address SpaceAttacker
Process A

Physical Address Space

Benign
Process B

m
easu

re
∆

∆
in

µ
s

Time

0

4

6=

18 Daniel Gruss — Graz University of Technology



Page Deduplication Attack www.tugraz.at

Virtual Address SpaceAttacker
Process A

Physical Address Space

Benign
Process B

∆
in

µ
s

Time

0

4

=

18 Daniel Gruss — Graz University of Technology



Page Deduplication Attack www.tugraz.at

Virtual Address SpaceAttacker
Process A

Physical Address Space

Benign
Process B

∆
in

µ
s

Time

0

4

18 Daniel Gruss — Graz University of Technology



Page Deduplication Attack www.tugraz.at

Virtual Address SpaceAttacker
Process A

Physical Address Space

Benign
Process B

∆
in

µ
s

Time

0

4

18 Daniel Gruss — Graz University of Technology



Page Deduplication Attack www.tugraz.at

Virtual Address SpaceAttacker
Process A

Physical Address Space

Benign
Process B

∆
in

µ
s

Time

0

4

write and measure ∆

18 Daniel Gruss — Graz University of Technology



Page Deduplication Attack www.tugraz.at

Virtual Address SpaceAttacker
Process A

Physical Address Space

Benign
Process B

∆
in

µ
s

Time

0

4

write and measure ∆

copy

18 Daniel Gruss — Graz University of Technology



Page Deduplication Attack www.tugraz.at

Virtual Address SpaceAttacker
Process A

Physical Address Space

Benign
Process B

∆
in

µ
s

Time

0

4

w
rite

18 Daniel Gruss — Graz University of Technology



Page Deduplication Attack www.tugraz.at

Virtual Address SpaceAttacker
Process A

Physical Address Space

Benign
Process B

∆
in

µ
s

Time

0

4

Attacker learns that another
process had an identical page

18 Daniel Gruss — Graz University of Technology



Page Deduplication Attack www.tugraz.at

Virtual Address SpaceAttacker
Process A

Physical Address Space

Benign
Process B

∆
in

µ
s

Time

0

4

Attacker learns that another
process had an identical page

18 Daniel Gruss — Graz University of Technology



Page Deduplication Attack www.tugraz.at

Virtual Address SpaceAttacker
Process A

Physical Address Space

Benign
Process B

∆
in

µ
s

Time

0

4

Attacker learns that another
process had an identical page

18 Daniel Gruss — Graz University of Technology



Page Deduplication Attack www.tugraz.at

Virtual Address SpaceAttacker
Process A

Physical Address Space

Benign
Process B

∆
in

µ
s

Time

0

4

Attacker learns that another
process had an identical page

18 Daniel Gruss — Graz University of Technology



Page Deduplication Attack www.tugraz.at

Virtual Address SpaceAttacker
Process A

Physical Address Space

Benign
Process B

∆
in

µ
s

Time

0

4

Attacker learns that another
process had an identical page

18 Daniel Gruss — Graz University of Technology



Page Deduplication Attack www.tugraz.at

Virtual Address SpaceAttacker
Process A

Physical Address Space

Benign
Process B

∆
in

µ
s

Time

0

4

Attacker learns that another
process had an identical page

18 Daniel Gruss — Graz University of Technology



What can be attacked? www.tugraz.at

• Detect binary versions in co-located VMs

• Detect downloaded image in Firefox under certain conditions

→ Attacks on hypervisors

• Native code only
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What can be attacked? www.tugraz.at

• Detect CSS files and images of opened websites

• Chrome, Firefox and Internet Explorer

• Perform the attack in JavaScript

→ Attacks on KVM, Windows 8.1 and Android

20 Daniel Gruss — Graz University of Technology



Attacking Browsers www.tugraz.at

• Images and CSS files are page-aligned in memory

• Load them into memory for all websites of interest

• Detect deduplication

→ Malicious ad networks: alternative to tracking pixels?

21 Daniel Gruss — Graz University of Technology



Detect Image (Native, Cross-VM, KVM) www.tugraz.at
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Challenges of JavaScript-based attacks www.tugraz.at

• No cycle counting (rdtsc)

• No access to virtual addresses
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Page Deduplication Attacks in JavaScript www.tugraz.at

• Only require microsecond accuracy

• performance.now() is accurate enough

• Can even work with millisecond accuracy

• Accumulate time difference

• Only possible with enough image/CSS data

• Large typed arrays are allocated page-aligned

24 Daniel Gruss — Graz University of Technology



Detect Image (JavaScript, Cross-VM, KVM) www.tugraz.at
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Detection of Open Websites www.tugraz.at

• Attacker chosen set of websites

• Load website images and CSS files into arrays

• Reuse HTTP headers of system under attack

26 Daniel Gruss — Graz University of Technology



Countermeasures www.tugraz.at

JavaScript:

• Reduce timer accuracy?

• Prevent page-aligned arrays?

• Website diversification?

• Prevent control over full pages

• Every n-th byte not part of JavaScript array

Generic:

• Disable page deduplication (for writable pages)

27 Daniel Gruss — Graz University of Technology



Countermeasures www.tugraz.at

JavaScript:

• Reduce timer accuracy?

• Prevent page-aligned arrays?

• Website diversification?

• Prevent control over full pages

• Every n-th byte not part of JavaScript array

Generic:

• Disable page deduplication (for writable pages)

27 Daniel Gruss — Graz University of Technology



Page Cache Attacks without Page Deduplication? www.tugraz.at

• Can we mount an attack without page deduplication?

• Shared pages are in the page cache

• Non-shared pages too
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Where to get the signal from? www.tugraz.at
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Attack Idea / Overview www.tugraz.at

Attack Programt

tE

#include "foobar.h"

int main() 
{
  bar();
  bar();
  bar();
  bar();
  bar();
  return 0;
}

Victim #2 Programt

0 

1
2
3
4
5
6

#include "foobar.h"

int main() 
{
  foo();
  bar();
  bar();
  foo();
  bar();
  return 0;
}

Victim #1 Programt

0 

1
2
3
4
5
6

void foo() 
{
  // some secret actions
  return;
}

Target Page Content
 of

libfoobar.so

Relative
Virtual 

Address

0x0000 

0x0fff

Present Flag

Relative Virtual Page #0 Present Flag

1

0
t

1 2 3 4 5 6

Target page not present: wait for victim activity
Target page present: evict target page + wait for victim activity
Target page not present: wait for victim activity
Target page not present: wait for victim activity
Target page present: evict target page + wait for victim activity
Target page not present: wait for victim activity
Target page not present: wait for victim activity

0
1
2
3
4
5
6

...
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Challenge: Flush / Evict www.tugraz.at

• No unprivileged flush system call

• Eviction? Well...

• Filling your entire memory with garbage takes long, makes your system unstable

and laggy

• Got down to around 2–10 seconds with that approach in 2015.

• Idea: use page cache pages for eviction

31 Daniel Gruss — Graz University of Technology
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Memory Waylaying www.tugraz.at

(1) Start

B

X
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Memory Waylaying www.tugraz.at

(2) Evict Page Cache

X
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Memory Waylaying www.tugraz.at

(3) Access Binary

B

X
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Memory Waylaying www.tugraz.at

(4) Evict + Access

B

X
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Memory Waylaying www.tugraz.at

(5) Evict + Access

B

X
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Memory Waylaying www.tugraz.at

(6) Stop if target reached

BX
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How well does it work? www.tugraz.at

• Great advantage over memory exhaustion: only negligible memory footprint
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But... www.tugraz.at

• 2.68s for one eviction, that’s still too slow for most use cases

• Idea: Let’s build the eviction set more cleverly
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Page Cache Eviction www.tugraz.at

• Ideally contains all pages that are currently / most often in the page cache

→ Eviction will load useful pages into the page cache + not evict these

• Add some pages which are not needed + rarely accessed → evict these first

• Add memory pressure to reduce the page cache size for faster eviction

→ 149 ms for one eviction
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Attack Overview www.tugraz.at

Hard 
Disk

Physical
Memory

... ...
libfoobar.so

... ... ...

P
P

Shared Library

Attacker
Address Space

P
P

Shared Library

Victim #1 
Address Space

P
P

Shared Library

Victim #2 
Address Space

P...Present in Physical Memory

evict
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Attack Overview www.tugraz.at

Hard 
Disk

Physical
Memory

... ...
libfoobar.so

... ...

P

Shared Library

Attacker 
Address Space

P

Shared Library

Victim #1 
Address Space

P

Shared Library

Victim #2 
Address Space

P...Present in Physical Memory
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What about Windows? www.tugraz.at

• QueryWorkingSetEx instead of mincore

• PROCESS QUERY LIMITED INFORMATION? → can even attack non-shared pages

(heap, stack, etc.)

• ShareCount → requires no permissions + works on shared pages

• Page cache eviction really inefficient

• Working set eviction isntead:

• VirtualUnlock flushes pages

• SetProcessWorkingSetSize to a minimum (52 KB) + self-eviction in victim

→ 4.48 ms for one eviction
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Attack Examples www.tugraz.at

• Cross-container / cross-sandbox covert channel:

• 7 KB/s on Linux

• 273 KB/s on Windows 10

• ASLR break: < 1 minute to locate stack, heap, and binary (in other process on

Windows)

• Observe when user plays a video in Firefox, distinguish codecs (and by that sites),

when a PNG is rendered, various user input

• UI redress attack

• Keystroke timing attack

• PHP password generation

• Oracle attacks

38 Daniel Gruss — Graz University of Technology
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Keystroke timing attack www.tugraz.at
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UI redress attack



PHP password generation



Conclusions www.tugraz.at

• generic cache attacks also exist without hardware caches

• potentially better suited for malware (hardware-agnostic)

• difficult to mitigate entirely
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