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GRUSS: video vault


National Geographic



Processor security: Hardware isolation mechanisms
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JO: no problem; we have walls in our processors!


CPU Cache

printf("%sd", 1);
printf("%sd", 1);
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MOGHIMI: well, there's microarchitecture


CPU Cache

165
Oﬁ*a‘mg

printf("%d", 1i)5
printf("%sd", 1);
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MOGHIMI: well, there's microarchitecture


CPU Cache

printf("%sd",
printf("%sd",

Daniel Gruss, Daniel Moghimi, Jo Van Bulck




MOGHIMI: well, there's microarchitecture


CPU Cache
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printf("%d", i /
printf("sd", st
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MOGHIMI: well, there's microarchitecture


CPU Cache

printf("%sd",
printf("%sd",
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MOGHIMI: well, there's microarchitecture


CPU Cache
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printf("%d", 1i)5
printf("%sd", 1)<
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MOGHIMI: well, there's microarchitecture


CPU Cache
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printf("%sd", 1)<
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MOGHIMI: well, there's microarchitecture


CPU Cache
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printf("%d", 1i)5
printf("sd", 1i)s \(\-\)‘
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MOGHIMI: well, there's microarchitecture


Flush+Reload

Shared Memory
ATTACKER VICTIM
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GRUSS: well...


Flush+Reload

Shared Memory
ATTACKER VICTIM
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GRUSS: well...


Flush+Reload

Shared Memory
ATTACKER VICTIM

flush

Shared Memory
4
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GRUSS: well...


Flush+Reload

Shared Memory
ATTACKER VICTIM

flush
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GRUSS: well...


Flush+Reload

Shared Memory
ATTACKER VICTIM

——| dCCess
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GRUSS: well...


Flush+Reload

Shared Memory
ATTACKER VICTIM

/ ——| dCCessS
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GRUSS: well...


Flush+Reload

Shared Memory
ATTACKER VICTIM

dCCcess /
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GRUSS: well...


Flush+Reload

Shared Memory
ATTACKER VICTIM

dCCcess

\

~—_ fast if victim accessed data,

slow otherwise
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GRUSS: well...


Memory Access Latency
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MOGHIMI: explain F+R; GRUSS: kick in w Hello





HELLO FROM THE OTHER SIDE (DEMOQO): “
VIDEO STREAMING OVER CACHE COVERT CHANNEL




HELLO FROM THE OTHER SIDE (DEMOQO): “
VIDEO STREAMING OVER CACHE COVERT CHANNEL
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We can communicate across protection walls
using microarchitectural side-channels!




JO: wait a minute, did you just jump over those walls... 


Leaky processors: Jumping over protection walls with side-channels
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JO: so protection is relative as the processor itself is leaky; jo becomes a believer






JO: wow that's depressing; I get it


Side-channel attacks are known for decades already - what's new?
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JO: yeah but I get it now! let's cut to the cool stuff; let's talk about spectre, and this new 
cool attack LVI; 
MOGHIMI no, wait be patient, we should first go back in time and talk about BPU


Side-channel attacks are known for decades already - what's new?
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JO: yeah but I get it now! let's cut to the cool stuff; let's talk about spectre, and this new 
cool attack LVI; 
MOGHIMI no, wait be patient, we should first go back in time and talk about BPU


Pipeline Bubble

 Execute

S G I B O
movb $20, %al H l:l

add %rax, %rcx

sub %rdx, %rsi
jne target:
add %rax, %rax

target:
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MOGHIMI


Pipeline Bubble

Fetch _ Executes Commit

S G I B O
movb $20, %al l:l

add %rax, %rcx

B

D |
sub %rdx, %rsi
jne target:

add %rax, %rax

target:
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MOGHIMI


Pipeline Bubble

Fetch _ Executes Commit

movb $20, %al l:l
add %rax, %rcx

sub %rdx, %rsi

X |
(D |

-Jof -l

jne target:
add %rax, %rax

target:
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MOGHIMI


Pipeline Bubble

Fetch _ Executes Commit

movb $20, %al

D
add %rax, %rcx

sub %rdx, %rsi

REB
-Jof -l

JEERE

jne target:
add %rax, %rax

target:
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MOGHIMI


Pipeline Bubble

_ Executes Commit

movb $20, %al

D
add %rax, %rcx

sub %rdx, %rsi

- BEE
-Joll<j-
JEERE
Hly -

jne target: n
add %rax, %rax I:I

target:
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MOGHIMI


Pipeline Bubble

_ Executes Commit

movb $20, %al

D
add %rax, %rcx

sub %rdx, %rsi

- BEE
-Joll<j-
JEERE
Hly -

jne target: n
]

add %rax, %rax

target:
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MOGHIMI


Branch Prediction

Address

l» 0x1112300

0x1f22348
0x1f22349

jnetl
nop
nop

nop
jmp t2
nop

nop

Instruction
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MOGHIMI


Branch Prediction

Address

l» 0x1112300

0x1f22348
0x1f22349

jne tl
nop
nop

nop
jmp t2
nop

nop

Instruction

PHT

0x1112300T

o
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PRY{ A
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MOGHIMI


Branch Prediction

Address | Instruction
l» 0x1112300 | jne t1
nop PHT BTB
nop 0x1112300: 0x1f22348
0x1112300T
o

0x1f22348 | NOP WV L
. PRXTAd PRI

0x1f22349 |jmp t2 V* \&
nop
nop
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MOGHIMI


Branch Prediction

Address | Instruction
l» 0x1112300 | jne t1
nop PHT BTB
nop 0x1112300: 0x1f22348
0x1112300T
o

0x1f22348 | NOP WV L
. PRXTAd PRI

0x1f22349 |jmp t2 V* \&
nop
nop

Daniel Gruss, Daniel Moghimi, Jo Van Bulck




MOGHIMI


Branch Prediction

Address | Instruction
l» 0x1112300 | jne t1
nop PHT BTB
nop 0x1112300: 0x1f22348
0x1112300T
o

0x1f22348 | NOP WV L
. PRXTAd PRI

0x1f22349 |jmp t2 V* \&
nop
nop
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MOGHIMI


M=C “modn
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MOGHIMI; GRUSS in the end introduces Trump and spectre


M =/Cmm\od n
!!‘1 olo[1][1]0] -

| Result | = | C |
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MOGHIMI; GRUSS in the end introduces Trump and spectre


M=/Cﬂm\odn
/1!1 O0/0 1|1 O\

| Result | = | Result | x | Result | x [  C |

square muljciply

Daniel Gruss, Daniel Moghimi, Jo Van Bulck




MOGHIMI; GRUSS in the end introduces Trump and spectre


M szEmgd n

11 O/1/1 0}~

| Result | = | Result | x | Result |

square
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MOGHIMI; GRUSS in the end introduces Trump and spectre


M szEmgd n

1110 1/1/0}-:

| Result | = | Result | x | Result |

square
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MOGHIMI; GRUSS in the end introduces Trump and spectre


M szEmgd n
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-

110 0!1 oF -

| Result | = | Result | x | Result | x [  C |

square muljciply
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MOGHIMI; GRUSS in the end introduces Trump and spectre


M szEmgd n
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| Result | = | Result | x | Result | x [  C |

square muljciply
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MOGHIMI; GRUSS in the end introduces Trump and spectre


M =/Cmm\od n
17170011 $~~t

| Result | = | Result | x | Result

square
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MOGHIMI; GRUSS in the end introduces Trump and spectre
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Spectre-PHT (v1)

LUT

index = 0;
char* data = "textKEY";

if (index < &)

Q Q
R @ 4‘@

Prediction

LUT[datal[index] = 1 (0]
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LUT

index = 0;
char* data = "textKEY”;

if (index < &)

Q Q
R @ 4‘@

Prediction

LUT[datal[index] = 1 (0]
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Spectre-PHT (v1)

LUT

index = 0;
char* data = "textKEY”;

if (index < &)

Q ®
& ay %

Prediction

LUT[datal[index] = 1 (0]
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GRUSS


Spectre-PHT (v1)

T index = o;
char* data = "textKEY";
if (index < 4)
_ 9&‘2’0 @ %‘@
Index 't Prediction
LUT[data[index] = 1 (0]
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Spectre-PHT (v1)

LUT

index = 1;
char* data = "textKEY";

if (index < &)

Q Q
R @ 4‘@

Prediction

LUT[datal[index] = 1 (0]
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Spectre-PHT (v1)

LUT

index = 1;
char* data = "textKEY”;

if (index < &)

Q Q
R @ 4‘@

Prediction

LUT[datal[index] = 1 (0]
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GRUSS


Spectre-PHT (v1)

LUT index = 1;
char* data = "textKEY";
if (index < 1)
Index ‘e’ o
a&?’ @ %‘e
Prediction
LUT[data[index] =* ] (0]
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Spectre-PHT (v1)

Ut index = 1;
char* data = "textKEY";
if (index < 1)
Index ‘e’ o
XV f\\ %‘@
Prediction
LUT[datal[index] = 1 (0]
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Spectre-PHT (v1)

LUT

index = 2;
char* data = "textKEY";

if (index < &)

Q Q
R @ 4‘@

Prediction

LUT[datal[index] = 1 (0]
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Spectre-PHT (v1)

LUT

index = 2;
char* data = "textKEY”;

if (index < &)

Q Q
R @ 4‘@

Prediction

LUT[datal[index] = 1 (0]
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GRUSS


Spectre-PHT (v1)

LUT index = 2;
char* data = "textKEY";
if (index < 1)
:&?’Q @ %‘e
Prediction
Index 'x’
LUT[data[index] =* ] (0]
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Spectre-PHT (v1)

LUT index = 2;
char* data = "textKEY";
if (index < 1)
S A
Prediction
Index 'x’
LUT[datal[index] = 1 (0]

Daniel Gruss, Daniel Moghimi, Jo Van Bulck




GRUSS


Spectre-PHT (v1)

LUT

index = 3;
char* data = "textKEY";

if (index < &)

Q Q
& KN %

Prediction

LUT[datal[index] = 1 (0]

Daniel Gruss, Daniel Moghimi, Jo Van Bulck




GRUSS


Spectre-PHT (v1)

LUT

index = 3;
char* data = "textKEY”;

if (index < &)

Q Q
& KN %

Prediction

LUT[datal[index] = 1 (0]
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Spectre-PHT (v1)

T index = 3;
char* data = "textKEY”;
if (index < 4)
_ ,&é\ @ o
Index 't Prediction
LUT[data[index] =* ] (0]
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GRUSS


Spectre-PHT (v1)

T index = 3;
char* data = "textKEY";
if (index < 4)
_ x&q’o @ %‘@
Index 't Prediction
LUT[datal[index] = 1 (0]
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Spectre-PHT (v1)

LUT

index = 4;
char* data = "textKEY";

if (index < &)

Q Q

Q %

N @ So
Prediction

LUT[datal[index] = 1 (0]
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Spectre-PHT (v1)

LUT

index = 4;
AN

N
char* data = "textKEY";

if (index < &)

N Q
& LN %
Prediction
LUT[datal[index] = 1 (0]
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Spectre-PHT (v1)

LUT

index = 4;

AN

_ \
Index K char* data = "textKEY";

if (index < &)

Q Q
& LN %
Prediction
LUT[data[index] =* ] (0]

Daniel Gruss, Daniel Moghimi, Jo Van Bulck




GRUSS


Spectre-PHT (v1)

LUT

index = 4;

AN

_ \
Index K char* data = "textKEY";

if (index < &)

Q Q
& @ So

Prediction

LUT[datal[index] = 1 (0]
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Spectre-PHT (v1)

LUT

index = 5;
char* data = "textKEY";

if (index < &)

Q Q
& KN %

Prediction

LUT[datal[index] = 1 (0]
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Spectre-PHT (v1)

LUT

index = 5;
char* data = "textKEY”;

if (index < &)

Q Q
& KN %

Prediction

LUT[datal[index] = 1 (0]
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Spectre-PHT (v1)

LUT

index = 5;

Index 'E’

char* data = "textKEY”;

if (index < &)

Q S
& K %

Prediction

LUT[data[index] =* ] (0]
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Spectre-PHT (v1)

LUT

index = 5;

Index 'E’

char* data = "textKEY”;

if (index < &)

Q Q
R @ (“@

Prediction

LUT[datal[index] = 1 (0]
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Spectre-PHT (v1)

LUT

index = 6;
char* data = "textKEY";

if (index < &)

Q Q
R @ 4‘@

Prediction

LUT[datal[index] = 1 (0]
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Spectre-PHT (v1)

LUT

index = 6;
char* data = "textKEY”;

if (index < &)

Q Q
6‘@ @ 4‘@

Prediction

LUT[datal[index] = 1 (0]
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Spectre-PHT (v1)

LUT

index = 6;

char* data = "textKEY”;

Index 'Y’

if (index < &)

Q Q
6‘2 @ 4‘@

Prediction

LUT[data[index] =* ] (0]
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Spectre-PHT (v1)

LUT

index = 6;

char* data = "textKEY”;

Index 'Y’

if (index < &)

Q Q
R @ (“@

Prediction

LUT[datal[index] = 1 (0]
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but wait, was there not this thing called MD as well?


Meltdown: Transiently encoding unauthorized memory

== N\

=

Unauthorized access

Listing 1: x86 assembly

Listing 2: C code.

meltdown :
%rdi: oracle
%rsi secret_ptr

movb (%rsi), %al

shl $0xc, %rax

movq (%rdi, %rax), %rdi
retq

5

void meltdown (
uint8_t xoracle,
uint8_t xsecret_ptr)

{
uint8_t v = kxsecret_ptr;
v = v *x 0x1000;
uint64_t o = oracle[v];

8 }
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JO: high-level overview


Meltdown: Transiently encoding unauthorized memory

C
= N\
ﬁ
=
=]
Unauthorized access Transient out-of-order window
Listing 1: x86 assembly. Listing 2: C code.
1 meltdown: 1 void meltdown ( oracle array
2 %rdi: oracle 2 uint8_t *xoracle, [N v
3 %rsi: secret_ptr 3 uint8_t xsecret_ptr) S
4 s { ] =
5 movb (%rsi), %al 5 uint8_t v = xsecret_ptr; o | S
6 shl $0xc, %rax 6 v = v *x 0x1000; o g
7 movq (%rdi, %rax), %rdi 7 uint64_t o = oracle[v];
retq 8 } ——__
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JO: high-level overview


Meltdown: Transiently encoding unauthorized memory

i SEIEP e
— —
=
= F~

Unauthorized access

Listing 1: x86 assembly.

Transient out-of-order window Exception

(discard architectural state)
Listing 2: C code.

meltdown :
%rdi oracle

GGISI SEECIrRE(IE(

movb (%rsi), %al

shl $0xc, %rax

movq (%rdi, %rax), %rdi
retq

4

5

6

void meltdown (

{

8 }

uint8_t =xoracle,
uint8_t xsecret_ptr)

uint8_t v = kxsecret_ptr;
v = v *x 0x1000;
uint64_t o = oracle[v];
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JO: high-level overview


Meltdown: Transiently encoding unauthorized memory

i SEIEP e
— —
=
= F~

Unauthorized access

Listing 1: x86 assembly.

Transient out-of-order window Exception handler

Listing 2: C code.

1 meltdown:
2 %rdi: oracle

%rsi secret_ptr

5 movb (%rsi), %al

shl $0xc, %rax

movq (%rdi, %rax), %rdi
retq

. {

void meltdown ( oracle array
uint8_t xoracle, RS .
uint8_t xsecret_ptr) —
] oo
uint8_t v = xsecret_ptr; ] Q
v = v % 0x1000;
uint64_t o = oracle[v]; cache hit
]

s }
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JO: high-level overview


Meltdown variants: Microarchitectural buffers

|
. DB
L1 Instruction Cache | Reorder buffer
ITLB
l l,m‘ l,uw l,‘m’ l,m‘ l,uw l,‘m’ l,m‘ l,,m
. [ ‘ Scheduler
Branch Instruction Fetch & PreDecode <
kel Predictor o or 4o yop v o
S Instruction Queue w
2 c
< 5 : 2 T2l T2l [=
= 8 S & ] ]
o 1OP Cache 4-Way Decode =] o < - g o© © J 2
w 3 ) 2 o ¢ s = @ 2
o < g g @ g 5 S
l‘.om l‘yuw l,w l,,m l‘.ow 9} 2 - S S &
] 2 3 E] 3
X i gl = 2 g
1
‘ Allocation Queue ‘ Execution Units
op uop 40P op
L | ‘

Load Buffer | Store Buffer

DTLB STLB }7

L1 Data Cache
L2 Cache L3 Cache DRAM
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MOGHIMI: uarch FS/MDS


https://transient.fail

PHT-CA-IP
(Cross-address-space T

Spectre-PHT

Same-address-space

— -

(Cross-address-space
BTB-CA-OP.

Spectre-B18

Spectre-type

Same-address-space

(Cross-address space

RSB-CA-0P.

Spectre-RSB
Spectre-STL

Same-address-space)

= Meltdown-US-L1
o)

Meltdown-US

Meltdown-PF

Meltdown-type

Meltdown-MCA
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MOGHIMI: briefly mention this is an extensive area; discovering new variants all the time

https://transient.fail

a% )




GRUSS: big picture; announce trailer












LVI: The basic idea

p-Arch buffer

A B Mem
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JO: epxlain basic idea


LVI: The basic idea

A p-Arch buffer

A B Mem
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JO: epxlain basic idea


LVI: The basic idea

| (2) Faulting load &5 ]

<

(D ____________________________________________________________________
= illegal microarchitectural serve

_F;’ A p-Arch buffer

<

3 A B Mem
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JO: epxlain basic idea


LVI: The basic idea

[ @ Faulting load &B —_jg

E

®©

- load value /nject/on
S (1 Fin gA

o

@ Transient gadget

<

(D ____________________________________________________________________
= illegal microarchitectural serve

_F;’ A p-Arch buffer

<

3 A B Mem

Daniel Gruss, Daniel Moghimi, Jo Van Bulck




JO: epxlain basic idea


LVI: The basic idea

= [ @ Faulting load &B )Q

g @ load value /nject/on

DE_) Al @ TranS|ent gadget N

< 6 array[B] or CALL *B ?M
TR ilegal microarchitectural serve
_F;’ A p-Arch buffer

i — A B Mem
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JO: epxlain basic idea


LVI: The basic idea

c | (2) Faulting load &5 ) Q (3) Fixup
g / load value injection
2 (1) Fill &A ® .
x Transient gadget
=<
< array[B] or CALL B~ 4
R TR ilegal microarchitectural serve
_F;’ A p-Arch buffer
<
3 A B Mem
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JO: epxlain basic idea


BUT WAIT...

'APAGE FAULTINJHE VICTIM??




GRUSS: but wait Jo what are you saying, victims don't have page faults, there's a TLB etc


Enclaves to the rescue!

~

~

App App M Enclave app

N\

OS kernel

y A v A

Hypervisor —

TPM ] CPU&{ Mem H HDD )

Intel SGX promise: hardware-level isolation and attestation

.

J

r
.

N\
J
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MOGHIMI: aha there's SGX


Intel Software Guard Extensions (SGX)

Application

Untrusted part Trusted part

Create Enclave

Call Trusted Fnc.

Trusted Fnc.

H
A

Return

Operating System
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MOGHIMI: explain SGX


Intel SGX: A look under the hood

logical address ~>[ paging unit ]—>[ SGX checks ]—»physical address

U

+ SGX machinery protects against direct address remapping attacks
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MOGHIMI: explain SGX


Intel SGX: A look under the hood

logical address %{ paging unit ]—>[ SGX checks ]—»physical address

‘ page fault (#PF)
= @
0

+ SGX machinery protects against direct address remapping attacks

+ ...but untrusted address translation may fault during enclaved execution (!)
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MOGHIMI: explain SGX


Intel SGX: A look under the hood

logical address —>{ paglng unit ]—>[ SGX checks ]—»physical address

‘ page fault (#PF)
= @
0

N @: We can arbitrarily provoke page faults for trusted enclave loads!
\
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MOGHIMI: explain SGX


w

1

A toy example

void call_victim(size_t
untrusted_arg)

*arg_copy = untrusted_arg;
array [ **trusted_ptr * 4096];

a8
=

enclave memory

trusted ptr
> call_victim (&untrusted_arg) ’
H r—" trusted_idx

. array <.,
T secret
A
- =

Store buffer

untrusted_arg
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JO: explain briefly


A Toy Example: Recovering arbitrary secrets

b M

200

Access time
[cycles]

(6} 2 60 80 100 120 140 160 180 200 220 240

Page
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JO: explain briefly


R

eal-world LVI ROP gadget in SGX-SDK

1 ; %rbx: user—controlled argument ptr (outside enclave)
> sgx_my_sum_bridge:

4 call my_sum ; compute ox10(%rbx) + 0x8(%rbx)
s mov %rax,(%rbx) ; P1: store sum to user address
6 Xor %eax,%eax

7 pop %rbx

8 ret ; P2: load from trusted stack
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JO: explain briefly


Real-world LVI ROP gadget in SGX-SDK

1 ; %rbx: user—controlled argument ptr (outside enclave)
> sgx_my_sum_bridge:

4 call my_sum ; compute ox10(%rbx) + 0x8(%rbx)
s mov %rax,(%rbx) ; P1: store sum to user address
6 Xor %eax,%eax

7 pop %rbx

8 ret ; P2: load from trusted stack

) @: We can setup a fake transient stack in the store buffer!
\
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JO: explain briefly


Real-world LVI-ROP gadget in Quoting Enclave

1 __intel_avx_rep_memcpy: ; libirc_2.4/efi2/libirc.a
2 ; P1: store to user address
3 vmovups %mmo,—ox10(%rdi,%rcx ,1)

5 pop %r12 ; P2: load from trusted stack
6 ret
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JO: explain briefly





Worse: “Inverse Foreshadow” can remap the L1D cache!

&
V.

.

.

. )
. .

@:ge table entry stack

P1_gadget:
mov ($rdi), %rl2
mov -8(%rdi), %rl3

P2_gadget: v

pop %rax
retqg

> 4

P3_gadget: y ¢

movb (%rax), %al
mov (%rdi, %al) srex T

8poo eAgjoug

%rdi —P

RAX
P3 gadget address
virtual page offset

Daniel Gruss, Daniel Moghimi, Jo Van Bulck




JO: explain briefly


" BUT/ARE RECENT INTEL CPUS NOT

-
-

MELTDOWN-RESISTANT?
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GRUSS: interrupt Jo in the end; doesn't matter, we already have processors that are not vulnerable to FS anwyay


LVI-NULL: Why exoe0 is not a safe value

 Recent Intel CPUs forward exee dummy values for faulting loads
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MOGHIMI: well we have an answer to that as well


LVI-NULL: Why exoe0 is not a safe value

NULL
® _) attacker-controlled page ...
‘r trusted enclave load

 Recent Intel CPUs forward exee dummy values for faulting loads
* ...but NULL is a valid virtual memory address, under attacker control
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MOGHIMI: well we have an answer to that as well


LVI-NULL: Why exee is not a safe value

NULL —),I &P3_gadget Ivf/orbx:NULL

2 o,
, P2_gadget: Y %erax
".,. mov (%rax), $%rbx &trusted_func_pt
11 (%
ce (3rbx) &trusted_func

 Recent Intel CPUs forward exee dummy values for faulting loads
..but NULL is a valid virtual memory address, under attacker control
..hijack function pointer-to-pointer
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MOGHIMI: well we have an answer to that as well


Real-World LVI-NULL gadget

1 asm_oret: ; (linux—sgx/sdk/trts/linux/trts_pic.S#L454)

3 mov 0x58(%rsp),%rbp ; %rbp <— NULL

4 e

5 mov %rbp,%rsp ; %rsp <— NULL

6 pop %rbp ; %rbp <— *(NULL)

7 ret ; %rip <— *(NULL+8)
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LVI-NULL fault injection for round-reduced AES

Architectural Change P
Execution | movdqu  (%rdx), %exmmO0 2 P:r rﬁfssiiglf
\\_) movdqu  (%rcx), Y%oxmm4
add $0x10, Yordx Load RKo
pxor %xmm4, WO/—/
Single Step v
'+ movdqu 0x10( %rcx), Y%oxmm4 Load RK1
aesdec %xmm4, Y%oxmmQ
movdqu 0x20(%rcx), Y%oxmm4
! aesdec %xmm4, %xmmo0 Load RK2
Transient 1 Hw.ovdqu 0xa0(%rcx), Yoxmm4 —_Load RK10 ;

3 .
Execution : gesdeclast %xmm4, %xmm0

i movdqu  %xmmo0, -Ox10(%r8,%rdx,1)

e e e Recover Faulty

: 4
' access oracle[output[byte_index] * 4096]-4——/:“ Output

Repeated 9
times
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Mitigation Sequences

Instruction Possible Emulation Clobber
ret pop %reg; lfence; jmp *%reg v
ret not (%rsp); not (%rsp); lfence; ret X
jmp (mem) mov (mem),%reg; lfence; jmp =*%reg v
call (mem) mov (mem),%reg; lfence; call *%reg v
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GRUSS: how horrible the mitigation is 


Performance Overheads (Our Mitigation)
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GRUSS: how horrible the mitigation is 


Performance Overheads (Intel’s Mitigation)
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GRUSS: how horrible the mitigation is 


Performance Overheads (Intel’s Mitigation)
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GRUSS: how horrible the mitigation is 


The Brutal Performance Impact From Mitigating The LVI
Vulnerability

Written by Michael Larabel in Software on 12 March 2020. Page 1 of 6. 76 Comments

On Tuesday the Load Value Injection (LV]) attack was disclosed by Intel and security
researchers as a new class of transient-execution attacks and could lead to injecting data
into a victim program and in tum stealing data, including from within SGX enclaves. While
Intel has publicly stated they don't believe the LVI attack to be practical, one of their open-
source compiler wizards did go ahead and add mitigation options to the GNU Assembler as
part of the GCC toolchain. Here are benchmarks showing the performance Impact of
enabling those new LVI mitigation options and the significant impact they can cause on run-
time performance in real-world workloads.

1y
&





https://www.phoronix.com/scan.php?page=articleitem=lvi-attack-perf


Take Aways https://lviattack.eu/

= New emerging and powerful class of transient-execution attacks
= Importance of fundamental side-channel research
= Security cross-cuts the system stack: hardware, hypervisor, kernel, compiler,

application

| . | """
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https://lviattack.eu/
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