
Microarchitectural Attacks

Files for exercise: https://gruss.cc/fosad.tar.gz

Daniel Gruss

August 29-30, 2019

Graz University of Technology

1 Daniel Gruss — Graz University of Technology







Side Channel or not? www.tugraz.at

• Profiling cache utilization with performance counters? → No

• Observing cache utilization with performance counters and

using it to infer a crypto key? → Yes

• Measuring memory access latency with Flush+Reload? → No

• Measuring memory access latency with Flush+Reload and using

it to infer keystroke timings? → Yes
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Memory Layout www.tugraz.at

non-canonical (= not usable)

0 264
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Memory Layout (scaled) www.tugraz.at

non-canonical

(scaled

65534:1)

0 264247 264 − 247

user space kernel space
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Memory Layout User Space www.tugraz.at

user space
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Memory Layout User Space www.tugraz.at
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Today? www.tugraz.at

Address Space Layout Randomization (ASLR)...

• randomizes the memory layout

• moves the base addresses of code/data segment to a random position at startup

• requires operating system support

• is quite limited on 32-bit systems
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ASLR www.tugraz.at

Library A

0 −1

Library A

0 −1

Library A

0 −1

• same library, different offset in each process
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ASLR www.tugraz.at

#include <stdio.h>

int main() {

int x;

printf("%p\n", &x);

return 0;

}

% ./aslr

0x7ffe80fd2da4

% ./aslr

0x7ffd660c6154

% ./aslr

0x7ffeff5545d4
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Signal example www.tugraz.at

• Powerful concept for inter-process communication

• Some are similar to exceptions

• Sometimes used for exploits
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Signal example www.tugraz.at

int main()

{

signal(SIGSEGV , segfaulthandler)

;

setjmp(buf);

while (1)

{

}

return 0;

}
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Signal example www.tugraz.at

int main()

{

size_t i = -1ULL;

signal(SIGSEGV , segfaulthandler)

;

setjmp(buf);

while (i != -1ULL /4096)

{

++i;

currentstate = VALID;

*( volatile size_t *)(i*4096);

}

return 0;

}
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Signal example www.tugraz.at

// ...

while (i != -1ULL /4096)

{

printState ();

laststate = currentstate;

++i;

currentstate = VALID;

*( volatile size_t *)(i*4096);

}

// ...
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Signal example www.tugraz.at

static void unblock_signal(int

signum __attribute__ ((

__unused__))) {

sigset_t sigs;

sigemptyset (&sigs);

sigaddset (&sigs , signum);

sigprocmask(SIG_UNBLOCK , &sigs ,

NULL);

}

void segfaulthandler(int signum) {

currentstate = INVALID;

unblock_signal(SIGSEGV);

longjmp(buf ,0);

}

// ...

while (i != -1ULL /4096)

{

printState ();

laststate = currentstate;

++i;

currentstate = VALID;

*( volatile size_t *)(i*4096);

}

// ...
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Demo / Time to code





Speculative Side-Channel Attacks? www.tugraz.at

sid
e

ch
an

nels

• traditional cache attacks (crypto, keys, etc)

• actual misspeculation (e.g., branch

misprediction)

• Meltdown, Foreshadow, ZombieLoad, etc

• Let’s avoid the term Speculative

Side-Channel Attacks
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1337 4242

Revolutionary concept!

Store your food at home, 
never go to the grocery store 
during cooking.

Can store ALL kinds of food.

ONLY TODAY INSTEAD OF $1,300

ORDER VIA PHONE: +555 12345



CPU Cache www.tugraz.at

18 Daniel Gruss — Graz University of Technology



CPU Cache www.tugraz.at

18 Daniel Gruss — Graz University of Technology



CPU Cache www.tugraz.at

18 Daniel Gruss — Graz University of Technology



CPU Cache www.tugraz.at

18 Daniel Gruss — Graz University of Technology



CPU Cache www.tugraz.at

18 Daniel Gruss — Graz University of Technology



CPU Cache www.tugraz.at

18 Daniel Gruss — Graz University of Technology



CPU Cache www.tugraz.at

18 Daniel Gruss — Graz University of Technology



CPU Cache www.tugraz.at

18 Daniel Gruss — Graz University of Technology



Flush+Reload www.tugraz.at
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Accurate Microarchitecture Timing www.tugraz.at

• use pseudo-serializing instruction rdtscp (recent CPUs)

• and/or use serializing instructions like cpuid

• and/or use fences like mfence

Intel, How to Benchmark Code Execution Times on Intel IA-32 and IA-64 Instruction Set Architectures

White Paper, December 2010.
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Memory Access Latency www.tugraz.at
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Demo / Time to code



Talking about Accuracy www.tugraz.at

• Flush+Reload had beautifully nice timings, right?

• Well... steps of 2-4 cycles

• only 35-70 steps between hits and misses

• On some devices only 1-2 steps!
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Timer www.tugraz.at

• We can build our own timer

• Start a thread that continuously increments a global variable

• The global variable is our timestamp
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Self-built Timer www.tugraz.at

CPU cycles one increment takes

Optimized

Assembly

C

rdtsc 3

4.7

4.67

0.87

3 1 t imestamp = r d t s c ( ) ;
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Self-built Timer www.tugraz.at

CPU cycles one increment takes

Optimized

Assembly

C

rdtsc 3

4.7

4.67

0.87

3

4.7

1 mov &timestamp , %rcx

2 1 : i n c l (% rcx )

3 jmp 1b
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CPU cycles one increment takes
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Side-channel attack on user input www.tugraz.at

• locate key-dependent memory accesses

• How to locate key-dependent memory accesses?
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Challenges www.tugraz.at

• It’s complicated:

• Large binaries and libraries (third-party code)

• Many libraries (gedit: 60MB)

• Closed-source / unknown binaries

• Self-compiled binaries

• Difficult to find all exploitable addresses

26 Daniel Gruss — Graz University of Technology
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Cache Template Attacks www.tugraz.at

Profiling Phase

• Preprocessing step to find exploitable addresses automatically

• w.r.t. “events” (keystrokes, encryptions, ...)

• called “Cache Template”

Exploitation Phase

• Monitor exploitable addresses
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Profiling Phase www.tugraz.at

Attacker address space

Cache

Victim address space

Shared 0x0

Shared 0x0

Cache is empty
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Profiling Phase www.tugraz.at

Attacker address space

Cache

Victim address space

A

Shared 0x0

Shared 0x0

Attacker triggers an event

Shared 0x0

Shared 0x0

Shared 0x0
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Profiling Phase www.tugraz.at

Attacker address space

Cache

Victim address space

Shared 0x0

Shared 0x0

Attacker checks one address for cache hits (“Reload”)

Shared 0x0

Shared 0x0

Shared 0x0
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Profiling Phase www.tugraz.at

Attacker address space

Cache

Victim address space

Shared 0x0

Shared 0x0

Update number of cache hits per event

Shared 0x0

Shared 0x0

Shared 0x0
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Profiling Phase www.tugraz.at

Attacker address space

Cache

Victim address space

Shared 0x0

Shared 0x0

Attacker flushes shared memory

Shared 0x0

Shared 0x0

Shared 0x0

flush
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Profiling Phase www.tugraz.at

Attacker address space

Cache

Victim address space

Shared 0x0

Shared 0x0

Repeat for higher accuracy

A
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Profiling Phase www.tugraz.at

Attacker address space

Cache

Victim address space

Continue with next address

A

Shared 0x40

Shared 0x40
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Profiling Phase www.tugraz.at

Attacker address space

Cache

Victim address space

Continue with next address

A

Shared 0x80

Shared 0x80
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What to profile? www.tugraz.at

# ps -A | grep gedit

# cat /proc/pid/maps

00400000-00489000 r-xp 00000000 08:11 396356

/usr/bin/gedit

7f5a96991000-7f5a96a51000 r-xp 00000000 08:11 399365

/usr/lib/x86_64-linux-gnu/libgdk-3.so.0.1400.14

...

memory range, access rights, offset, –, –, file name

29 Daniel Gruss — Graz University of Technology



Profiling a single event www.tugraz.at

cd ../profiling/generic_low_frequency_example

# put the threshold into spy.c (MIN_CACHE_MISS_CYCLES)

make

./spy

# start the targeted program

sleep 2; ./spy 200 400000-489000 -- 20000

-- -- /usr/bin/gedit

... and hold down a key in the target program

save addresses with peaks!

30 Daniel Gruss — Graz University of Technology



Profiling a single event www.tugraz.at

cd ../profiling/generic_low_frequency_example

# put the threshold into spy.c (MIN_CACHE_MISS_CYCLES)

make

./spy

# start the targeted program

sleep 2; ./spy 200 400000-489000 -- 20000

-- -- /usr/bin/gedit

... and hold down a key in the target program

save addresses with peaks!

30 Daniel Gruss — Graz University of Technology



Exploitation phase www.tugraz.at

cd ../exploitation/generic

# put the threshold into spy.c (MIN_CACHE_MISS_CYCLES)

make

./spy file offset

31 Daniel Gruss — Graz University of Technology



Demo / Time to code



Cache Template Attack Demo



Profiling Phase: 1 Event, 1 Address www.tugraz.at

A
d
d
r
e
ss

Key
n

0x7c800
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Profiling Phase: 1 Event, 1 Address www.tugraz.at

A
d
d
r
e
ss

Key
n

0x7c800

Example: Cache Hit Ratio for (0x7c800, n): 200 / 200
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Profiling Phase: All Events, 1 Address www.tugraz.at

A
d
d
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0x7c800
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Profiling Phase: All Events, 1 Address www.tugraz.at

A
d
d
r
e
ss

Key
g h i j k l m n o p q r s t u v w x y z

0x7c800

Example: Cache Hit Ratio for (0x7c800, u): 13 / 200
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Profiling Phase: All Events, 1 Address www.tugraz.at

A
d
d
r
e
ss

Key
g h i j k l m n o p q r s t u v w x y z

0x7c800

Distinguish n from other keys by monitoring 0x7c800
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Profiling Phase: All Events, All Addresses www.tugraz.at

A
d
d
r
e
ss

Key
g h i j k l m n o p q r s t u v w x y z

0x7c680
0x7c6c0
0x7c700
0x7c740
0x7c780
0x7c7c0
0x7c800
0x7c840
0x7c880
0x7c8c0
0x7c900
0x7c940
0x7c980
0x7c9c0
0x7ca00
0x7cb80
0x7cc40
0x7cc80
0x7ccc0
0x7cd00
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Attacking AES T-Tables www.tugraz.at

AES uses T-Tables (precomputed from S-Boxes)

• 4 T-Tables

•
T0

[
k{0,4,8,12} ⊕ p{0,4,8,12}

]
T1

[
k{1,5,9,13} ⊕ p{1,5,9,13}

]
T2

[
k{2,6,10,14} ⊕ p{2,6,10,14}

]
T3

[
k{3,7,11,15} ⊕ p{3,7,11,15}

]
• If we know which entry of T is accessed, we know the result of ki ⊕ pi .

• Known-plaintext attack (pi is known) → ki can be determined
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Simple First Round Attack www.tugraz.at

• Just to see whether the attack works

• Recovers 64 out of 128 bits

• Cache hits depend on key value and plaintext value

• Random key/data → cache hit ratio of 92%
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Simple First Round Attack www.tugraz.at

1. Choose a cache line of T0

2. Fix first key byte to a value ∈ 0, 16, 32, . . . , 256 (other bytes random)

• or plaintext byte, it’s symmetric

3. Encrypt

4. Check whether the cache line is cached

5. Repeat

• Cache hit ratio 100% → k0 ⊕ p0 fell into that cache line

• Otherwise: cache hit ratio will be around 92%
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Demo / Time to code



Disaligned T-Table First Round Attack www.tugraz.at

• Oh no! The compiler didn’t align the T-Table to a 1 KB boundary!

• Is that a problem?

• T0[255], T1[255], T2[255], and T3[255] will be on separate cache lines

• if ki ⊕ pi = 255 we will see an access on that corresponding cache line

39 Daniel Gruss — Graz University of Technology
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• Oh no! The compiler didn’t align the T-Table to a 1 KB boundary!

• Is that a problem?

• T0[255], T1[255], T2[255], and T3[255] will be on separate cache lines

• if ki ⊕ pi = 255 we will see an access on that corresponding cache line
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Disaligned T-Table First Round Attack www.tugraz.at

For all 16 key bytes:

1. Choose the corresponding cache line (T0[255], T1[255], T2[255], or T3[255])

2. Fix the corresponding plaintext byte to a value ∈ 0, 1, 2, . . . , 256 (other bytes

random)

3. Encrypt

4. Check whether the cache line is cached

5. Repeat

→ Obtain the key: ki ⊕ pi = 255 → ki = pi ⊕ 255

40 Daniel Gruss — Graz University of Technology
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Demo / Time to code



Prime+Probe www.tugraz.at

Attacker
address space Cache

Victim
address space
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Prime+Probe www.tugraz.at

Attacker
address space Cache

Victim
address space

slow
access
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Prime+Probe www.tugraz.at

Pros: less restrictive

1. no need for clflush instruction (not available e.g., in JS)

2. no need for shared memory (→ cross-VM)

Cons: coarser granularity (1 set)

42 Daniel Gruss — Graz University of Technology
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Replacement policy on older CPUs www.tugraz.at

“LRU eviction” memory accesses

cache set

• LRU replacement policy: oldest entry first

• timestamps for every cache line

• access updates timestamp
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cache set 2 5 8 1 7 6 3 4
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Replacement policy on older CPUs www.tugraz.at

“LRU eviction” memory accesses

cache set 2 5 8 1 7 6 3 4

load

9

• LRU replacement policy: oldest entry first

• timestamps for every cache line

• access updates timestamp
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Replacement policy on older CPUs www.tugraz.at

“LRU eviction” memory accesses

cache set 2 5 8 1 7 6 3 49

load

10

• LRU replacement policy: oldest entry first

• timestamps for every cache line

• access updates timestamp
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Replacement policy on older CPUs www.tugraz.at

“LRU eviction” memory accesses

cache set 2 5 8 1 7 6 3 4910

load

11

• LRU replacement policy: oldest entry first

• timestamps for every cache line

• access updates timestamp
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Replacement policy on older CPUs www.tugraz.at

“LRU eviction” memory accesses

cache set 2 5 8 1 7 6 3 4910 11 1213 1415

load

16

• LRU replacement policy: oldest entry first

• timestamps for every cache line

• access updates timestamp

43 Daniel Gruss — Graz University of Technology





Replacement policy on recent CPUs www.tugraz.at

“LRU eviction” memory accesses

cache set 2 5 8 1 7 6 3 4

• no LRU replacement

• only 75% success rate on Haswell

• more accesses → higher success rate, but too slow
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Cache eviction strategies www.tugraz.at

Write eviction strategies as: P-C -D-L-S

for (s = 0; s <= S - D ; s += L )

for (c = 0; c <= C ; c += 1)

for (d = 0; d <= D ; d += 1)

*a[s+d];

45 Daniel Gruss — Graz University of Technology
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loop
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for (s = 0; s <= S - D ; s += L )

for (c = 0; c <= C ; c += 1)

for (d = 0; d <= D ; d += 1)

*a[s+d];
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*a[s+d];

S : total number of different addresses

(= set size)

D: different addresses per inner access

loop

L: step size of the inner access

loop

C : number of repetitions of the inner

access loop
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Cache eviction strategies: Evaluation www.tugraz.at

We evaluated more than 10000 strategies...1

strategy # accesses eviction rate loop time

P-1-1-1-17 17

74.46% 7 307 ns 3

P-1-1-1-20 20

99.82% 3 934 ns 7

P-2-1-1-17 34 99.86% 3 191 ns 3

P-2-2-1-17 64 99.98% 3 180 ns 3

1Executed in a loop, on a Haswell with a 16-way last-level cache
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Protection from Side-Channel Attacks

Intel SGX does not provide explicit protection from side-channel attacks. It is the

enclave developer’s responsibility to address side-channel attack concerns.
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SGX Wallets www.tugraz.at

• Ledger SGX Enclave for blockchain applications

• BitPay Copay Bitcoin wallet

• Teechain payment channel using SGX

Teechain

[...] We assume the TEE guarantees to hold and do not

consider side-channel attacks [5, 35, 46] on the TEE. Such

attacks and their mitigations [36, 43] are outside the scope of

this work. [...]
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Attacking a weak RSA implementation inside SGX www.tugraz.at

Raw Prime+Probe trace...
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Attacking a weak RSA implementation inside SGX www.tugraz.at

...processed with a simple moving average...
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Attacking a weak RSA implementation inside SGX www.tugraz.at

...allows to clearly see the bits of the exponent
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Out-of-order Execution www.tugraz.at

int width = 10, height = 5;

float diagonal = sqrt(width * width

+ height * height);

int area = width * height;

printf("Area %d x %d = %d\n", width , height , area);
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Building Meltdown www.tugraz.at

*( volatile char*) 0;

array [84 * 4096] = 0;
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Building Meltdown www.tugraz.at

• Flush+Reload over all pages of the array
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• “Unreachable” code line was actually executed

• Exception was only thrown afterwards
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Building Meltdown www.tugraz.at

• Out-of-order instructions leave microarchitectural traces

• We can see them for example through the cache

• Give such instructions a name: transient instructions

• We can indirectly observe the execution of transient instructions
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Building Meltdown www.tugraz.at

• Add another layer of indirection to test

char data = *(char*) 0xffffffff81a000e0;

array[data * 4096] = 0;

• Then check whether any part of array is cached
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• Flush+Reload over all pages of the array
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• Index of cache hit reveals data

• Permission check is in some cases not fast enough
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Kernel Address Isolation to have Side channels Efficiently Removed

KAISER /ˈkʌɪzə/
1. [german] Emperor,
ruler of an empire
2. largest penguin, 
emperor penguin



KAISER Illustration www.tugraz.at

Without KAISER:

Shared address space

User memory Kernel memory

0 −1

context switch

With KAISER:

User address space

User memory Not mapped

0 −1

Kernel address space

SMAP + SMEP Kernel memory

0 −1

context switch

sw
itch

a
d
d
r.

sp
a
ce

Interrupt

dispatcher
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KAISER (Stronger Kernel Isolation) Patches www.tugraz.at

• Our patch

• Adopted in

Linux

• Adopted in

Windows

• Adopted in

OSX/iOS

→ now in every computer
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Spectre-PHT (v1) www.tugraz.at

LUT index = 0;

if (index < 4)

char* data = "textKEY";

LUT[data[index] * 4096] 0

th
en

else

Prediction
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a->move()

Animal* a = bird;

LUT[data[a->m] * 4096] 0

fly(
)

Prediction

swim()
swim

()
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Classification Tree www.tugraz.at

Transient
cause?

Spectre-type

microarchitec-
tural buffer

Meltdown-type

fault type

Spectre-PHT

Spectre-BTB

Spectre-RSB

Spectre-STL [32]

mistraining
strategy

Cross-address-space

Same-address-space

PHT-CA-IP ⭑

PHT-CA-OP ⭑

PHT-SA-IP [54, 52]

PHT-SA-OP ⭑

in-place (IP) vs., out-of-place (OP)

Cross-address-space

Same-address-space

BTB-CA-IP [54, 18]

BTB-CA-OP [54]

BTB-SA-IP ⭑

BTB-SA-OP [18]Cross-address-space

Same-address-space RSB-CA-IP [64, 56]

RSB-CA-OP [56]

RSB-SA-IP [64]

RSB-SA-OP [64, 56]

Meltdown-NM [86]

Meltdown-AC ⭐

Meltdown-DE ⭐

Meltdown-PF

Meltdown-UD ⭐

Meltdown-SS ⭐

Meltdown-BR

Meltdown-GP [10, 41]

Meltdown-US [61]

Meltdown-P [93, 96]

Meltdown-RW [52]

Meltdown-PK ⭑

Meltdown-XD ⭐

Meltdown-SM ⭐

Meltdown-MPX [44]

Meltdown-BND ⭑

prediction

fault
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Table 1: Spectre-type defenses and what they mitigate.
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Intel

Spectre-PHT

Spectre-BTB

Spectre-RSB

Spectre-STL

ARM

Spectre-PHT

Spectre-BTB

Spectre-RSB

Spectre-STL

AMD

Spectre-PHT

Spectre-BTB

Spectre-RSB

Spectre-STL

Symbols show if an attack is mitigated ( ), partially mitigated ( ), not mitigated ( ), theoretically

mitigated ( ), theoretically impeded ( ), not theoretically impeded ( ), or out of scope ( ).
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Table 2: Reported performance impacts of countermeasures

Defense

Impact
Performance Loss Benchmark

InvisiSpec 22% SPEC

SafeSpec 3% (improvement) SPEC2017 on MARSSx86

DAWG 2–12%, 1–15% PARSEC, GAPBS

RSB Stuffing no reports

Retpoline 5–10% real-world workload servers

Site Isolation only memory overhead

SLH 36.4%, 29% Google microbenchmark suite

YSNB 60% Phoenix

IBRS 20–30% two sysbench 1.0.11 benchmarks

STIPB 30– 50% Rodinia OpenMP, DaCapo

IBPB no individual reports

Serialization 62%, 74.8% Google microbenchmark suite

SSBD/SSBB 2–8% SYSmark R©2014 SE & SPEC integer

KAISER/KPTI 0–2.6% system call rates

L1TF mitigations -3–31% various SPEC
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• dangerous: we overlooked Meltdown and Spectre for decades
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Microarchitectural Attacks ⊂ Artificial Science www.tugraz.at

“The Sciences of the Artificial” (Herbert A. Simon, 1969)

• Natural sciences: studying something natural

• Artificial science: studying something artificial (something

human-made) as if it was something natural

→ A consequence of complexity
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How did we get here? www.tugraz.at

We have ignored microarchitectural attacks for many years:

• attacks on crypto → “software should be fixed”

• attacks on ASLR → “ASLR is broken anyway”

• attacks on SGX and TrustZone → “not part of the threat model”

• Rowhammer → “only affects cheap sub-standard modules”

→ for years we solely optimized for performance
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... and we’re still optimizing for performance www.tugraz.at

• lower refresh rate = lower energy but more bit flips

• ECC memory → fewer bit flips

→ it’s an optimization problem

• what if “too aggressive” changes over time?

→ difficult to optimize with an intelligent adversary
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Conclusions www.tugraz.at

• new class of software-based attacks

• many problems to solve around microarchitectural attacks and

especially transient execution attacks

• dedicate more time into identifying problems and not solely in

mitigating known problems
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Microarchitectural Attacks

Files for exercise: https://gruss.cc/fosad.tar.gz

Daniel Gruss

August 29-30, 2019

Graz University of Technology
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